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rNABA 1

AHHoTaums

Angie Ingress Controller (ANIC) — npusiozkeHue, KOTOpOe 3aIlyCKaeTCsd B KJIACTEPE U YIPABJISIET
6aIAHCUPOBIIMKOM HAIPY3KH.

ANIC wucnonssyer B cpoeit pabore Angie PRO — 3dpexkTuBHbIil, MOIIHBIA M MACIITAOUPYEMBI
BeG-cepBep, KOTOPBIH MO3BOJIsIeT GAJIAHCHPOBATHL HATPY3KY MEXKJy CepBepaMy KaK I0 TPOTOKOJIAM
TCP/UDP, rak u no HTTP.

1.1 O6uwwme cBepgeHus

Angie Ingress Controller (ANIC) - aro pemenue s yupasienus TpadbUKOM KOHTeAHEPU3UPOBAHHBIX
npunoxkennit B Kubernetes.

ANIC paseeprbiBaeTcss u paboTaeT B KJjacrepe, ylpasisas (PYHKIUIMUA Ingress ¢ BOZMOMKHOCTBIO
HaCTPOWKHK IpaBuji 00paboTku Tpaduka. IIpoaykr 6asupyercs Ha Angie PRO, 4rTo mossoisier crpouTth
6e301acHbIe MACIITAOMPYEMBbIE BHICOKOIIPOM3BOAUTE/IbHBIE OKPY2KEHIS, UCIIOIb3Ysl POCCUICKOE PerteHne
¢ TTpOopeCCHOHATBLHBIMEA CEPBUCAMI MUTPAIIAN U TEXHUIECKON MOIIEP:KKHM Ha PYCCKOM SI3BIKE.

ANIC ucnonsayer mupokuit Habop dyuknumit Ingress:

e Banancuposxa waepysxu TCP, UDP, TLS, HTTP, gRPC'" I'ubkoe pacipejiejetue Tpapuka 1 ero
IJIABHOTO TEPEHOCA MPU OOHOBJICHUSIX TPUIOXKEHIIA

o Tepmunuposanue ceccuti TLS: TlonrBepKneHns TOIJIMHHOCTH CEPBUCOB U 3AIATHI OHJIAITH-
TpaH3aKIUii

o Hacmpotixu 2ubkoz0 aoz2uposarus: YIIpaBIeHNe COBPEMEHHBIMH JINHAMUYECKIMU ITPUJIOXKEHUSIMU

o Pacwupennan mapupymusayus mpaguka: Pasnenenne Tpaduka u paciupeHnas Mapuipy TH3aIus
Ha OCHOBE COIEP?KUMOTO

o Ozpanuuenue nocmynarouiezo mpaguka: ITo pa3mmaHbIM KPUTEPHUAM JIJTsT 3AIMUTHI TPUJIOXKEHHIT OT

DDoS

o Modugpuxayus omeemos na 3anpocwv,: Ha yposre baancuposmuka HTTP



https://wbsrv.ru/angie-pro/

FABA 2

VcTaHoBKa

2.1 Moppep>xnBaemble ANCTPUOYTUBDI

2.1.1 Alpine

Bepcus Mnatdopma
3.17 x86 64, aarch64
2.1.2 ALT

Bepcus Mnatdopma

10 x86 64, aarch64
2.1.3 Debian

Bepcus Mnatdopma

11 “Bullseye”

x86 64, aarch64
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2.2 YctaHoBka B K8S

2.2.1 lNpepgBapuTenbHble TpeboBaHUs

e Heobxomum nocrym ¥k Docker-obpazy:

[docker.angie.software/anic

3a gocrynoMm obpamaiiteck Ha infoQwbsrv.ru.

2.2.2 Hactpoiika RBAC

1. Cozpaiire mpocTpaHCTBO UMEH U cepBUCHBI akkayHT syt ANIC:

$ kubectl apply -f - <<EOF
apiVersion: vl

kind: Namespace

metadata:

name: angie-ingress
apiVersion: vl

kind: ServiceAccount
metadata:

name: angie-ingress
namespace: angie-ingress
EOF

2. Cospnaiite ClusterRole u ClusterRoleBinding:

Mpumep

r$ kubectl apply -f - <<EOF
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: angie-ingress
rules:
- apiGroups:

- discovery.k8s.io

resources:

- endpointslices

verbs:

- get

- list

- watch
- apiGroups:

_ nn

resources:

- services

verbs:

- get

- list

- watch
- apiGroups:

_ nn

(continues on next page)
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resources:
- secrets
verbs:
- get
- list
- watch
- apiGroups:
nn
resources:
- configmaps
verbs:
- get
- list
- watch
- update
- create
- apiGroups:
"
resources:
- pods
verbs:
- get
- list
- watch
- update
- apiGroups:
n
resources:
- namespaces
verbs:
- get
- list
- watch
- apiGroups:
nn
resources:
- events
verbs:
- Create
- patch
- list
- apiGroups:
- coordination.k8s.io
resources:
- leases
verbs:
- get
- list
- watch
- update
- create
- apiGroups:
- networking.k8s.io
resources:
- ingresses
verbs:

(nponosKeHne ¢ Npeabl Ly el CTPAHUIBI)

(continues on next page)
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(HpO,ILOJI)KeHI/Ie C IpeaplayIiei CTpaHI/ILU:I)
- list
- watch
- get
- apiGroups:
- networking.k8s.io
resources:
- ingresses/status
verbs:
- update
- apiGroups:
- k8s.angie.software
resources:
- virtualservers
- virtualserverroutes
- globalconfigurations
- transportservers
- policies
verbs:
- list
- watch
- get
- apiGroups:
- k8s.angie.software
resources:
- virtualservers/status
- virtualserverroutes/status
- policies/status
- transportservers/status
- dnsendpoints/status
verbs:
- update
- apiGroups:
- networking.k8s.io
resources:
- ingressclasses
verbs:
- get
- apiGroups:
- cis.f5.com
resources:
- ingresslinks
verbs:
- list
- watch
- get
- apiGroups:
- cert-manager.io
resources:
- certificates
verbs:
- list
- watch
- get
- update
- create
- delete

(continues on next page)
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(nponosKeHne ¢ Npeabl Ly el CTPAHUIBI)

- apiGroups:
- externaldns.angie.software
resources:
- dnsendpoints
verbs:
- list
- watch
- get
- update
- create
- delete
- apiGroups:
- externaldns.angie.software
resources:
- dnsendpoints/status
verbs:
- update
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: angie-ingress
subjects:
- kind: ServiceAccount
name: angie-ingress
namespace: angie-ingress
roleRef:
kind: ClusterRole
name: angie-ingress
apiGroup: rbac.authorization.k8s.io
EOF

2.2.3 CozpaHue pecypcos

3. Hobasbre TLS-ceprudukar B HACTPOUKU:

r$ kubectl apply -f - <<EOF
apiVersion: vl
kind: Secret
metadata:
name: default-server-secret
namespace: angie-ingress
type: kubernetes.io/tls
data:
tls.crt: Place TLS Certificate here in base64 format
tls.key: Place TLS Key here in base64 format
EOF

4. JTobasbre ConfigMap ¢ macrpoiikamu it Angie PRO:

$ kubectl apply -f - <<EOF
kind: ConfigMap
apiVersion: vl

metadata:

name: angie-config

(continues on next page)
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(HpO,ELOJI)KeHI/Ie C IpeaplayIiei CTpaHI/ILU:I)
namespace: angie-ingress
data:
EOF

5. Cosznaiite IngressClass:

$ kubectl apply -f - <<EOF
apiVersion: networking.k8s.io/v1
kind: IngressClass
metadata:

name: angie

spec:

controller: angie/ingress-controller
EOF

6. CosmaiiTe moJib3oBaTebcKue pecypebl VirtualServer, VirtualServerRoute, TransportServer
u Policy:

Mpumep Virtual Server

$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: virtualservers.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: VirtualServer
listKind: VirtualServerList
plural: virtualservers
shortNames:
- vs
singular: virtualserver
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the VirtualServer. If the resource has a
—valid status, it means it has been validated and accepted by the Ingress,
—Controller.
jsonPath: .status.state
name: State
type: string
- jsonPath: .spec.host
name: Host
type: string
- jsonPath: .status.externalEndpoints[*].ip
name: IP
type: string
- jsonPath: .status.externalEndpoints[*].hostname
name: ExternalHostname
priority: 1

(continues on next page)
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(HpO,LLOJI)KeHI/Ie C IpeaplayIiei CTpaHI/IubI)
type: string
- jsonPath: .status.externalEndpoints[*].ports
name: Ports
type: string
- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vl
schema:
openAPIV3Schema:

description: VirtualServer defines the VirtualServer resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the,
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: VirtualServerSpec is the spec of the VirtualServer
—resource.
type: object
properties:
dos:
type: string
externalDNS:
description: ExternalDNS defines externaldns sub-resource of a
—virtual server.
type: object
properties:
enable:
type: boolean
labels:
description: Labels stores labels defined for the Endpoint
type: object
additionalProperties:
type: string
providerSpecific:
description: ProviderSpecific stores provider specificy
—config
type: array
items:
description: ProviderSpecificProperty defines specific
—property for using with ExternalDNS sub-resource.
type: object

(continues on next page)
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(HpO,ELOJI)KeHI/Ie C IpeaplayIiei CTpaHI/ILU:I)
properties:
name:
description: Name of the property
type: string
value:
description: Value of the property
type: string
recordTTL:
description: TTL for the record
type: integer
format: int64
recordType:
type: string
host:
type: string
http-snippets:
type: string
ingressClassName:
type: string
policies:
type: array
items:
description: PolicyReference references a policy by name and,
—an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
routes:
type: array
items:
description: Route defines a route.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines the,
—request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array

(continues on next page)
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(HpO,ILO.J’I)KeHI/Ie C IpeaplayIiei CTpaHI/ILU:I)
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines the,
—response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an HTTP
—Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect in any
—Action.
type: object
properties:
code:
type: integer
url:
type: string
return:
description: ActionReturn defines a return in an
—Action.
type: object
properties:

(continues on next page)
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(nponosKeHne ¢ Npeabl Ly el CTPAHUIBI)

body:
type: string
code:
type: integer
type:
type: string
dos:
type: string
errorPages:
type: array
items:

description: ErrorPage defines an ErrorPage in a Route.
type: object
properties:
codes:
type: array
items:
type: integer
redirect:
description: ErrorPageRedirect defines a redirect
—for an ErrorPage.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ErrorPageReturn defines a return for
—an ErrorPage.
type: object
properties:
body:
type: string
code:
type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
type:
type: string
location-snippets:
type: string
matches:
type: array
items:
description: Match defines a match.
type: object
properties:

(continues on next page)
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(nponosKeHne ¢ Npeabl Ly el CTPAHUIBI)

action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an,
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP
—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:

(continues on next page)
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(HpO,ELOJI)KeHI/Ie C IpeaplayIiei CTpaHI/ILU:I)
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect
—in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
conditions:
type: array
items:
description: Condition defines a condition in a,
—MatchRule.
type: object
properties:
argument:
type: string
cookie:
type: string
header:
type: string
value:
type: string
variable:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string

(continues on next page)
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(HpO,ILO.J’I)KeHI/Ie C IpeaplayIiei CTpaHI/ILU:I)
proxy:
description: ActionProxy defines a proxy,
—1in an Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders,,
—defines the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an
—HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders,
—defines the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines,
—an HTTP Header with an optional Always field to use with the add_header,
—directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string

(continues on next page)
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(HpO,ELOJI)KeHI/Ie C IpeaplayIiei CTpaHI/ILU:I)
upstream:
type: string
redirect:
description: ActionRedirect defines a
—redirect in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a
—return in an Action.
type: object

properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
path:
type: string
policies:
type: array
items:

description: PolicyReference references a policy by,
—name and an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
route:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in any
—Action.
type: object
properties:

(continues on next page)
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(HpO,ILO.J’I)KeHI/Ie C IpeaplayIiei CTpaHI/ILU:I)
requestHeaders:
description: ProxyRequestHeaders defines
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP
—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect,
—1in an Action.

type: object

(continues on next page)
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(nponosKeHne ¢ Npeabl Ly el CTPAHUIBI)

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return iny
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
server-snippets:
type: string
tls:
description: TLS defines TLS configuration for a VirtualServer.
type: object
properties:
cert-manager:
description: CertManager defines a cert manager config for,
—a TLS.
type: object
properties:
cluster-issuer:
type: string
common-name:
type: string
duration:
type: string
issuer:
type: string
issuer-group:
type: string
issuer-kind:
type: string
renew-before:
type: string
usages:
type: string
redirect:
description: TLSRedirect defines a redirect for a TLS.
type: object
properties:
basedOn:
type: string
code:
type: integer
enable:
type: boolean
secret:

(continues on next page)
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(HpO,LLO.J’I)KeHI/Ie C IpeaplayIiei CTpaHI/ILU:I)
type: string
upstreams:
type: array
items:
description: Upstream defines an upstream.
type: object
properties:
buffer-size:
type: string
buffering:
type: boolean
buffers:
description: UpstreamBuffers defines Buffer,
—Configuration for an Upstream.
type: object
properties:
number:
type: integer
size:
type: string
client-max-body-size:
type: string
connect-timeout:
type: string
fail-timeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for,
—active Upstream HealthChecks.
type: object
properties:
connect-timeout:
type: string

enable:
type: boolean
fails:
type: integer
grpcService:
type: string
grpcStatus:
type: integer
headers:
type: array
items:

description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
interval:
type: string
jitter:
type: string
keepalive-time:

(continues on next page)
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—for an Upstream.

—for an Upstream.

(nponosKeHne ¢ Npeabl Ly el CTPAHUIBI)

type: string

mandatory:
type: boolean
passes:
type: integer
path:
type: string
persistent:
type: boolean
port:

type: integer
read-timeout:

type: string
send-timeout:

type: string

statusMatch:
type: string
tls:

description: UpstreamTLS defines a TLS configuration,

type: object
properties:
enable:
type: boolean

keepalive:

type: integer
1b-method:

type: string
max-conns:

type: integer
max-fails:

type: integer
name:

type: string
next-upstream:

type: string
next-upstream-timeout:

type: string
next-upstream-tries:

type: integer

ntlm:

type: boolean
port:

type: integer
queue:

description: UpstreamQueue defines Queue Configuration,

type: object
properties:
shizels
type: integer
timeout:
type: string
read-timeout:
type: string
send-timeout:

(continues on next page)
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type: string
service:
type: string
sessionCookie:
description: SessionCookie defines the parameters for,
—session persistence.
type: object
properties:
domain:
type: string
enable:
type: boolean
expires:
type: string
httpOnly:
type: boolean
name:
type: string
path:
type: string
secure:
type: boolean
slow-start:
type: string
subselector:
type: object
additionalProperties:
type: string
tls:
description: UpstreamTLS defines a TLS configuration for
—an Upstream.
type: object
properties:
enable:
type: boolean
type:
type: string
use-cluster-ip:
type: boolean
status:
description: VirtualServerStatus defines the status for thej
—VirtualServer resource.
type: object
properties:
externalEndpoints:
type: array
items:
description: ExternalEndpoint defines the IP/ Hostname and,,
—ports used to connect to this resource.
type: object
properties:
hostname:
type: string
ip:
type: string
ports:
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type: string

message:
type: string
reason:
type: string
state:

type: string
served: true
storage: true
subresources:
status: {}
EQF

Mpumep VirtualServerRoute

$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: virtualserverroutes.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: VirtualServerRoute
listKind: VirtualServerRoutelist
plural: virtualserverroutes
shortNames:
- VST
singular: virtualserverroute
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the VirtualServerRoute. If the resource
—has a valid status, it means it has been validated and accepted by the Ingress
—Controller.
jsonPath: .status.state
name: State
type: string
- jsonPath: .spec.host
name: Host
type: string
- jsonPath: .status.externalEndpoints[*].ip
name: IP
type: string
- jsonPath: .status.externalEndpoints[*].hostname
name: ExternalHostname
priority: 1
type: string
- jsonPath: .status.externalEndpoints[*].ports
name: Ports
type: string
- jsonPath: .metadata.creationTimestamp
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name: Age
type: date
name: vl
schema:
openAPIV3Schema:
description: VirtualServerRoute defines the VirtualServerRoute,
—,resource.
type: object
properties:

apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to the,
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: VirtualServerRouteSpec is the spec of thej
—VirtualServerRoute resource.
type: object
properties:
host:
type: string
ingressClassName:
type: string
subroutes:
type: array
items:
description: Route defines a route.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in any
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines the
—request headers manipulation in an ActionProxy.
type: object
properties:

(continues on next page)

2.2. YcrtaHoBka B K8S 22



ANIC, Bepcus 1.0.0

(nponosKeHne ¢ Npeabl Ly el CTPAHUIBI)

pass:
type: boolean
set:
type: array
items:

description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines the,
—response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an HTTP
—Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect in any
—Action.
type: object
properties:
code:
type: integer
url:
type: string
return:
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2.2. YcrtaHoBka B K8S 23



ANIC, Bepcus 1.0.0

(nponosKeHne ¢ Npeabl Ly el CTPAHUIBI)
description: ActionReturn defines a return in an
—Action.
type: object

properties:
body:
type: string
code:
type: integer
type:
type: string
dos:
type: string
errorPages:
type: array
items:

description: ErrorPage defines an ErrorPage in a Route.
type: object
properties:
codes:
type: array
items:
type: integer
redirect:
description: ErrorPageRedirect defines a redirect
—for an ErrorPage.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ErrorPageReturn defines a return for,
—an ErrorPage.
type: object
properties:
body:
type: string
code:
type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
type:
type: string
location-snippets:
type: string
matches:
type: array
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items:
description: Match defines a match.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP
—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an
—HTTP Header with an optional Always field to use with the add_header directive.
type: object

properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
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type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect
—in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return in
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
conditions:
type: array
items:
description: Condition defines a condition in a,
—MatchRule.
type: object
properties:
argument :
type: string
cookie:
type: string
header:
type: string
value:
type: string
variable:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
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type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy,
—1in an Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders,
—defines the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an
—HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders
—defines the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines,
—an HTTP Header with an optional Always field to use with the add_header
—directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
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items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a
—redirect in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a;
—return in an Action.
type: object

properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
path:
type: string
policies:
type: array
items:

description: PolicyReference references a policy by
—name and an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
route:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
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description: ActionProxy defines a proxy in an
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:

description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
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redirect:
description: ActionRedirect defines a redirect

—in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return in
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
upstreams:
type: array
items:
description: Upstream defines an upstream.
type: object
properties:
buffer-size:
type: string
buffering:
type: boolean
buffers:
description: UpstreamBuffers defines Buffer,
—Configuration for an Upstream.
type: object
properties:
number:
type: integer
size:
type: string
client-max-body-size:
type: string
connect-timeout:
type: string
fail-timeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for,
—active Upstream HealthChecks.
type: object
properties:
connect-timeout:
type: string
enable:
type: boolean
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fails:
type: integer
grpcService:
type: string
grpcStatus:
type: integer
headers:
type: array
items:

description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
interval:
type: string
jitter:
type: string
keepalive-time:
type: string

mandatory:
type: boolean
passes:
type: integer
path:
type: string
persistent:
type: boolean
port:

type: integer
read-timeout:

type: string
send-timeout:

type: string

statusMatch:
type: string
tls:

description: UpstreamTLS defines a TLS configuration

type: object
properties:
enable:
type: boolean
keepalive:
type: integer
1b-method:
type: string
max-conns:
type: integer
max-fails:
type: integer
name:
type: string
next-upstream:
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type: string
next-upstream-timeout:
type: string
next-upstream-tries:
type: integer

ntlm:

type: boolean
port:

type: integer
queue:

description: UpstreamQueue defines Queue Configuration

type: object
properties:
size:
type: integer
timeout:
type: string
read-timeout:
type: string
send-timeout:
type: string
service:
type: string
sessionCookie:
description: SessionCookie defines the parameters for,

type: object

properties:

domain:

type: string
enable:

type: boolean
expires:

type: string
httpOnly:

type: boolean
name:

type: string
path:

type: string
secure:

type: boolean

slow-start:
type: string
subselector:
type: object
additionalProperties:
type: string
tls:
description: UpstreamTLS defines a TLS configuration for

type: object
properties:
enable:
type: boolean
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type:
type: string
use-cluster-ip:
type: boolean
status:
description: VirtualServerRouteStatus defines the status for the
—VirtualServerRoute resource.
type: object
properties:
externalEndpoints:
type: array
items:
description: ExternalEndpoint defines the IP/ Hostname and,
—ports used to connect to this resource.
type: object
properties:
hostname:
type: string
ip:
type: string
ports:
type: string
message:
type: string
reason:
type: string
referencedBy:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
EOF

Mpumep TransportServer

r$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: transportservers.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: TransportServer
listKind: TransportServerList
plural: transportservers
shortNames:
- ts
singular: transportserver
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scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the TransportServer. If the resource has
—a valid status, it means it has been validated and accepted by the Ingress
—Controller.
jsonPath: .status.state
name: State
type: string
- jsonPath: .status.reason
name: Reason
type: string
- JjsonPath: .metadata.creationTimestamp
name: Age
type: date
name: vlalphal
schema:
openAPIV3Schema:
description: TransportServer defines the TransportServer resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: TransportServerSpec is the spec of the
—TransportServer resource.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
host:
type: string
ingressClassName:
type: string
listener:
description: TransportServerListener defines a listener for a
—TransportServer.
type: object

(continues on next page)

2.2. YcrtaHoBka B K8S 34




ANIC, Bepcus 1.0.0

(nponosKeHne ¢ Npeabl Ly el CTPAHUIBI)

properties:
name:
type: string
protocol:
type: string
serverSnippets:
type: string
sessionParameters:
description: SessionParameters defines session parameters.
type: object
properties:
timeout:
type: string
streamSnippets:
type: string
tls:
description: TLS defines TLS configuration for a,
—TransportServer.
type: object
properties:
secret:
type: string
upstreamParameters:
description: UpstreamParameters defines parameters for an
—upstream.
type: object
properties:
connectTimeout:
type: string
nextUpstream:
type: boolean
nextUpstreamTimeout:
type: string
nextUpstreamTries:
type: integer
udpRequests:
type: integer
udpResponses:
type: integer
upstreams:
type: array
items:
description: Upstream defines an upstream.
type: object
properties:
failTimeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for,
—active Upstream HealthChecks.
type: object
properties:
enable:
type: boolean
fails:
type: integer
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interval:
type: string
jitter:
type: string
match:

description: Match defines the parameters of a;
—custom health check.
type: object
properties:
expect:
type: string
send:
type: string
passes:
type: integer
port:
type: integer
timeout:
type: string
loadBalancingMethod:
type: string
maxConns:
type: integer
maxFails:
type: integer
name:
type: string
port:
type: integer
service:
type: string
status:
description: TransportServerStatus defines the status for the
—TransportServer resource.
type: object
properties:
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
EOF
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r$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: policies.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: Policy
listKind: PolicyList
plural: policies
shortNames:
- pol
singular: policy
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the Policy. If the resource has a valid
—status, it means it has been validated and accepted by the Ingress Controller.
jsonPath: .status.state
name: State
type: string
- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vi
schema:
openAPIV3Schema:

description: Policy defines a Policy for VirtualServer and,
—VirtualServerRoute resources.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the,
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: PolicySpec is the spec of the Policy resource. The
—spec includes multiple fields, where each field represents a different policy.
—0Only one policy (field) is allowed.
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type: object
properties:
accessControl:
description: AccessControl defines an access policy based on
—the source IP of a request.
type: object
properties:
allow:
type: array
items:
type: string
deny:
type: array
items:
type: string
basicAuth:
description: 'BasicAuth holds HTTP Basic authenticationg
—configuration policy status: preview'
type: object
properties:
realm:
type: string
secret:
type: string
egressMTLS:
description: EgressMTLS defines an Egress MTLS policy.
type: object
properties:
ciphers:
type: string
protocols:
type: string
serverName:
type: boolean
sessionReuse:
type: boolean
sslName:
type: string
tlsSecret:
type: string
trustedCertSecret:
type: string
verifyDepth:
type: integer
verifyServer:
type: boolean
ingressClassName:
type: string
ingressMTLS:
description: IngressMTLS defines an Ingress MTLS policy.
type: object
properties:
clientCertSecret:
type: string
crlFileName:
type: string
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description: JWTAuth holds JWT authentication configuration.

type: object
properties:
jwksURI:
type: string
keyCache:
type: string
realm:
type: string
secret:
type: string
token:
type: string
oidc:

description: OIDC defines an Open ID Connect policy.

type: object
properties:

accessTokenEnable:

type: boolean
authEndpoint:

type: string
authExtralArgs:

type: array

items:

type: string

clientID:

type: string
clientSecret:

type: string
jwksURI:

type: string
redirectURI:

type: string
scope:

type: string
tokenEndpoint:

type: string
zoneSyncLeeway:

type: integer

rateLimit:

description: RatelLimit defines a rate limit policy.

type: object
properties:
burst:
type: integer
delay:
type: integer
dryRun:
type: boolean
key:
type: string
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logLevel:

type: string
noDelay:

type: boolean
rate:

type: string
rejectCode:

type: integer
zoneSize:

type: string
waf:
description: WAF defines an WAF policy.
type: object
properties:
apBundle:
type: string
apPolicy:
type: string
enable:
type: boolean
securitylLog:
description: SecuritylLog defines the security log of a WAF,
—policy.
type: object
properties:
apLogConf:
type: string
enable:
type: boolean
logDest:
type: string
securitylLogs:
type: array
items:
description: SecurityLog defines the security log of a
—WAF policy.
type: object
properties:
apLogConf:
type: string
enable:
type: boolean
logDest:
type: string
status:
description: PolicyStatus is the status of the policy resource
type: object
properties:
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
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subresources:
status: {}
- name: vlalphal
schema:
openAPIV3Schema:
description: Policy defines a Policy for VirtualServer and,
—VirtualServerRoute resources.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to the,
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: PolicySpec is the spec of the Policy resource. The,
—spec includes multiple fields, where each field represents a different policy..
—0Only one policy (field) is allowed.
type: object
properties:
accessControl:
description: AccessControl defines an access policy based on
—the source IP of a request.
type: object
properties:
allow:
type: array
items:
type: string
deny:
type: array
items:
type: string
egressMTLS:
description: EgressMTLS defines an Egress MTLS policy.
type: object
properties:
ciphers:
type: string
protocols:
type: string
serverName:
type: boolean
sessionReuse:
type: boolean
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sslName:
type: string
tlsSecret:
type: string
trustedCertSecret:
type: string
verifyDepth:
type: integer
verifyServer:
type: boolean
ingressMTLS:
description: IngressMTLS defines an Ingress MTLS policy.
type: object
properties:
clientCertSecret:
type: string
verifyClient:
type: string
verifyDepth:
type: integer
jwt:
description: JWTAuth holds JWT authentication configuration.
type: object
properties:
realm:
type: string
secret:
type: string
token:
type: string
rateLimit:
description: RatelLimit defines a rate limit policy.
type: object

properties:

burst:

type: integer
delay:

type: integer
dryRun:

type: boolean
key:

type: string
logLevel:

type: string
noDelay:

type: boolean
rate:

type: string
rejectCode:

type: integer
zoneSize:

type: string
served: true
storage: false
EQF

L

J

7. Eciau myxHO mcnosib3oBaTh OasancupoBnmk Harpy3ku s TCP- u UDP-coenunenuit, mobaBbre
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GlobalConfiguration:

Mpumep

($ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: globalconfigurations.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: GlobalConfiguration
listKind: GlobalConfigurationList
plural: globalconfigurations
shortNames:
- gc
singular: globalconfiguration
scope: Namespaced
versions:
- name: vlalphal
schema:
openAPIV3Schema:
description: GlobalConfiguration defines the GlobalConfiguration,
—resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the,
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: GlobalConfigurationSpec is the spec of thej
—GlobalConfiguration resource.
type: object
properties:
listeners:
type: array
items:
description: Listener defines a listener.
type: object

(continues on next page)
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(HpO,LLOJI}KeHI/Ie C IpeaplayIiei CTpaHI/IubI)
properties:
name:
type: string
port:
type: integer
protocol:
type: string
served: true
storage: true

EOF

2.2.4 PasBeptbiBaHue ANIC

8. Ioppep:kuBaroTcs ABa BapuaHTa ucrnoab3zopannd ANIC:

e Deployment: HUCHONB3YHATE STOT TUI Pa3BEPTHIBAHUSA, €CJIU IJIAHUPYETE IUHAMUYECKU M3MEHSThH
kosmgectBo perink ANIC.

Mpumep Deployment

r$ kubectl apply -f - <<EOF
apiVersion: apps/vl
kind: Deployment
metadata:
name: angie-ingress
namespace: angie-ingress
spec:
replicas: 1
selector:
matchlLabels:
app: angie-ingress
template:
metadata:
labels:
app: angie-ingress
app.kubernetes.io/name: angie-ingress
#annotations:
#prometheus.to/scrape: "true"
#prometheus.to/port: "9113"
#prometheus. 10/scheme: http
spec:
serviceAccountName: angie-ingress
automountServiceAccountToken: true
securityContext:
seccompProfile:
type: RuntimeDefault
# fsGroup: 101 #angie
sysctls:
- name: "net.ipv4.ip_unprivileged_port_start"
value: "0O"
volumes:
- name: angte-etc
emptyDir: {}
- nmame: angie-cache

H R B R

(continues on next page)
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(nponosKeHne ¢ Npeabl Ly el CTPAHUIBI)
emptyDir: {}
- name: angte-11b
emptyDir: {}
- name: angie-log
emptyDir: {}

containers:

- image: docker.angie.software/angie-ingress:latest
imagePullPolicy: IfNotPresent
name: angie-ingress
ports:

- name: http
containerPort: 80
- name: https
containerPort: 443
- name: readiness-port
containerPort: 8081
- name: prometheus
containerPort: 9113
readinessProbe:
httpGet:
path: /angie-ready
port: readiness-port
periodSeconds: 1

resources:
requests:
cpu: "100m"
memory: "128Mi"
#limits
# cpu: "1"
# memory: "1Gi"
securityContext:

allowPrivilegeEscalation: false
runAsUser: 101 #angie
runAsNonRoot: true
capabilities:
drop:
- ALL
volumeMounts:
- mountPath: /etc/angie
name: angie-etc
- mountPath: /var/cache/angie
name: angie-cache
- mountPath: /var/lib/angie
name: angie-1lib
- mountPath: /var/log/angie
name: angie-1log
env:
- name: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
args:

(continues on next page)
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(nponosKeHne ¢ Npeabl Ly el CTPAHUIBI)

- -angie-configmaps=$(POD_NAMESPACE) /angie-config
#- -default-server-tls-secret=$(POD_NAMESPACE)/default-server-secret

#- -include-year
#- -enable-cert-manager
#- -enable-external-dns

#- -v=3 # Enables extensive logging. Useful for troubleshooting.

#- -report-ingress-status
#- -external-service=angie-ingress
#- -enable-prometheus-metrics

#- -global-configuration=§ (POD_NAMESPACE)/angie-configuration

EQF

.

J

CTepa NI TOAMHOZKECTBE Y3JI0B.

Mpumep DaemonSet

e DaemonSet: UCHOJB3Yy#TE ITOT TUII, ecju MIanupyere passepThiBarh ANIC Ha KaxkI0M y3Je Kia-

$ kubectl apply -f - <<EOF
apiVersion: apps/vl
kind: DaemonSet
metadata:
name: angie-ingress
namespace: angie-ingress
spec:
selector:
matchlLabels:
app: angie-ingress
template:
metadata:
labels:
app: angie-ingress
app.kubernetes.io/name: angie-ingress
spec:
serviceAccountName: angie-ingress
automountServiceAccountToken: true

securityContext:
seccompProfile:
type: RuntimeDefault
sysctls:
- name: "net.ipv4.ip_unprivileged_port_start"
value: "0"
containers:

- image: docker.angie.software/angie-ingress:latest

imagePullPolicy: IfNotPresent

name: angie-ingress

ports:

- name: http
containerPort: 80
hostPort: 80

- name: https
containerPort: 443
hostPort: 443

- name: readiness-port
containerPort: 8081

- name: prometheus

(continues on next page)
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(nponosKeHne ¢ Npeabl Ly el CTPAHUIBI)
containerPort: 9113
readinessProbe:
httpGet:
path: /angie-ready
port: readiness-port
periodSeconds: 1
resources:
requests:
cpu: "100m"
memory: "128Mi"
env:
- name: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
args:
- -angie-configmaps=$(POD_NAMESPACE)/angie-config
#- -default-server-tls-secret=§(POD_NAMESPACE)/default-server-secret
#- -include-year
#- -v=3 # Enables extensive logging. Useful for troubleshooting.
#- -report-ingress-status
#- -external-service=angie-ingress
#- -enable-prometheus-metrics
#- -global-configuration=§(POD_NAMESPACE)/angie-configuration
EOF
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FABA 3

VcTaHoBKa ¢ nomotubto Helm

3.1 BctynneHne

Ora gumarpamma upousBoxuT passepreiBanume Angie Ingress Controller (ANIC) B kuacrepe
Kubernetes.

3.2 lNpeaBapuTtenbHble TpeboBaHUS

ITpumeuanue: Bes qokymeHTAIMS JOIXKHA UCIOJIB30BATHCS TOJIBKO C MOCJIEIHEN CTabUIBLHOM Bepcueii.

Bepcust Kubernetes >= 1.22
Helm 3.0+

e Ckauaiite 06pa3 Angie Ingress Controller (ANIC) u nepenecure ero B CBOIi JIMYHBINA peecTp

e Ob6noBuTE TIOJIEe controller.image.repository daiisa values.yaml COOTBETCTBEHHO.

3.3 lNonb3oBaTenbckue onpegeneHnss pecypcos

ITo ymosmuanmio st Ingress Controller TpeGyercss HECKOTIBKO IIOJIB30BATEIBLCKUX OIIPeIeIeHuil pe-
cypcos (CRD), ycranosnenusix B Kiacrepe. Kimenr Helm ycranosur stu onpesesnenusi. Eciu onun He
ycranoBsensl, 1oybl Ingress Controller ze Oy/1yT roToss.
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3.3.1 CkauuBaHue gmnarpamMmmbl

VeranosuThb JTAArPaMMBI JUTSE ANIC MOZKHO u3 Hawe20 DPENOZUMOPUA
<https://qgit.angie.software /web-server/anic-helm-charts/>.  3a  pgocrynom  obpamaiitecb  Ha
infoQwhbsrv.ru.

Ecsim BBI He ncnonb3yeTe MOIB30BATEIBCKUE PECYPCHI, JIJI KOTOPBIX TPEOYIOTCS 3TU OIIPeIesIeHUs
(uTo coorBeTcTBYET mapaMerpy controller.enableCustomResources, ycTaHOBIeHHOMY Kak false),
YCTaHOBKY OIIPEJEJICHUN MOXKHO IIPOIyCTHATD, yKa3aB --skip-crds B komanze helm install.

3.3.2 OGHoBNeHMe onpepeneHnii

YT0o66I OOHOBUTDH OIIpEE/IeHNs, CKadaiiTe NCXoauble (hailibl AuarpaMmbl, Kak OIMCAHO B pas3jielie
Cravwusanue duazpammol, a 3aTeM 3ayCTUTE:
)

[kubectl apply -f crds/

IIpumevanue: Bo3MOKHO cieIyioniee IpeynpekieHue, KOTOpoe MOKHO UTHOPUPOBATD:

Warning: kubectl apply should be used on resource created by either
kubectl create --save-config or kubectl apply

(Tlpenynpexnenue: kubectl apply criemyeT HCHOIB30BATh IJs pecypca,
CO3ZAaHHOTO C moMomblo kubectl create --save-config mmm kubectl apply) .

3.3.3 VYaaneHue onpegenexHnii

YTob6bl yIaUTh ONpeJeeHns, CKadaiTe MCXOMHbIe (alyibl TUarpaMMbl, KaK OIMCAHO B pasjielie
Cravusanue duazpammo, a 3aTeM 3aIyCTUTE:

[kubectl delete -f crds/

ITpumeuanme: ra KOMaHIA YIAJIAT BCE COOTBETCTBYIOIINE TIOJIb30BATEILCKIE PECYPCHI B BAIlEM KJla-
cTepe BO BCEX MPOCTPAHCTBAX UMEH. Y 0eIUTech, 9TO B KJACTEPE HET IOJb30BATEILCKUX PECYPCOB, KO-
TOpBIE BBl XOTUTE COXPAHUTD, W HE 3aIlyIIeHbl Jpyrue Boimycku Ingress Controller.

3.4 VYnpaBneHue gmarpamMmmoii C NOMOLLbIO peecTpa

3.4.1 YcTaHoBka gmnarpammbl

Yrobbl yCraHOBUTH AuMArpaMMy ¢ Ha3BaHHEM BBILycKa my-release (my-release - 910 Ha3BaHUE, KO-
TOpOE BbI BRIOUpaeTe caMu, myreqgistry.host.ru/angie-ingress - He0OOXOAMMO U3MEHHATDH HA IIyTh B JITIHOM
peecrpe):

helm repo add anic https://git.angie.software/api/packages/web-server/helm

helm install my-release anic/anic --set controller.image.repository=myregistry.host.
—ru/angie-ingress

DTO TpUBEJET K YyCTAHOBKE Mocjeaneil norparuysoi Bepcun Ingress Controller u3 peectpa KoHTel-
HEPOB.
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3.4.2 O6HoBNeHNe anarpaMmmbl

Helm ne obHOBIISIET ONIpeiesieHnst BO BpeMsi OOHOBJIEHHS BBITYCKa. [Ipexk e 4eM OOHOB/IATD BBIILYCK,

03HAKOMBTECH ¢ pazzuesom Obrosaenue onpedeserul.

YT00bI 06HOBUTH BBIINYCK my-release:

[helm upgrade my-release anic/anic -version 0.1.12

3.4.3 YpaneHve guarpamMmmbi

Yro0bI yaauTh BBIIYCK my-release:

[helm uninstall my-release

Komanzga ynanser Bce kommonentsl Kubernetes, cBsi3aHHbIE ¢ BBIITYCKOM, U CaM BBIITYCK.

ViiajieHne BbIIIyCKa He IIPUBOJIUT K YIAJIEHUIO OllpejiesieHril. IToOb! yIaauTh OIPeIe/IEHUsI, CM. Pa3-
nent Yoasewue onpedeneHudl.

3.5 KoHdurypaunsa

B crenyromeit Tabiuie nepedncienbl HacTpanBaeMble TapaMeTpbl puarpaMMbl Ingress Controller u
UX 3HAYEHUSI 110 YMOJTIAHUIO.

myregistry.host.ru/angie-

Mapa- Onucanne Mo
MeTp yMoJ-
YaHuio
controlle: Vmst HAbopa JIeMOHOB uiu pas3seprbiBanus Ingress Controller. Cosma-
ercst
aBTO-
MaTH-
YeCKH
controller Tun ycranosku Ingress Controller - deployment mim daemonset (paszseproiBanue  deployment
i HabOop JIEMOHOB).
controller Tlo3Bosisier ycTaHABJIMBATD GHHOMAUUY JIUIS PA3BEPTHIBAHMS WM Habopa jemo- {}
HOB.
controlle; PasseproiBaer Ingress Controller mrst Angie PRO. false
controlle; Bpems oxkuanust B MIULINCEKYHIaX, B Tedenne koroporo Ingress Controller 6y- 60000
JIeT OXKUJIATh YCIEIHON mepe3arpy3ku Angie mocjie n3MeHeHUsI WU TP Hada lb-
HOM 3aILyCKe.
controlle: TlozBonsier mogam Ingress Controller ucrosp3oBaTh cereBoe mpocTpaHcTBO uMeH — false
XOCTA.
controlle: Tlosmruka DNS s momos Ingress Controller. ClusterFirst
controlle: Brirtouaer ornaaxy juist Angie. Tpebyercst 3aj1arh 3Hauenue error-log-level: debug — false
B ConfigMap uepes controller.config.entries.
controlle: YpoBenb Benenns xxyprasa Ingress Controller. 1
controlle: Haiimxect obpasa Ingress Controller. Her
controlle; Penosuropuit o6pazos Ingress Controller.
ingress
controlle: Ter obpaza Ingress Controller. 0.1.2
controlle: Tlonmmruka ckaunBanusi odpasa Ingress Controller. IfNotPresent
controlle: 2Kusnennstit nukr mogos Ingress Controller. {}
controlle: Vmsa monp3oBaresbekoit ConfigMap, ucmosbdyemoit Ingress Controller. Ecom umst «»

3a/1aHO, TO KOHMUIYpAIUs 10 YMOTIAHUIO UTHOPUPYETCH.

continues on next page
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MNapa- Onncaxne Mo
MeTp yMoJI-
YaHuio
controlle: Imst ConfigMap, ncronszyemoit Ingress Controller. Cozna-
ercst
aBTO-
MaTH-
YeCKH
controlle: Annoranuu k ConfigMap B Ingress Controller. {}
controlle; 3anucu B ConfigMap jutst Hacrpoiiku kKoHdurypanun Angie. {}

controlle; CIMCOK TOB30BATENBCKUX TIOPTOB, KOTOPBIE JOJIXKHBI OBITH JOCTYIHBI B moge ||
Ingress Controller. Cnemyer obpranomy cunrakcucy yaml Kubernetes mist kon-
TEHHEPHBIX TOPTOB.

controlle: Ceprucdukar TLS B komuposke base64 mist cepepa HTTPS no ymorganuto. Her

IIpumeuanue: Pekomeniayercss ykasarTh CBOIl cOOCTBeHHBIN ceprudukar. Ajb-
TEPHATUBHOE DeIlleHNe: IIOJHBINA IIPOIIYCK CeKpeTa cepsepa II0 YMOJYaHUIO IIPU-
BejieT K ToMy, 9To Angie Oyer 1o ymMod9aHuio OTKJIOHATh TLS-moak/irouenust K

cepBepy.

controlle: Kirou TLS B komuposke base64 myst cepsepa HTTPS no ymosruanmuo. Her

ITpumeuanme: Pexkomenmyercst yka3aTh CBOW COOCTBEHHBIN KJIOY. AJBTEpHA-
THUBHOE PeIIeHNe: TOJHBIM IPOIIyCK CEKPeTa cepBepa 10 YMOJYaHHUIO IIPUBEJIET K
ToMYy, 9T0 Angie OyeT Mo yModaHuio OTKIOHITh T LS-mokrodenus K cepBepy.

controlle: Cekper ¢ ceprucdukarom TLS w wmodom s ceppepa HTTPS mo ymosi- Her
YAHUIO. 3HAYEHUE JIOJKHO COOTBETCTBOBATEL ClejyioimeMy (dopMary: <npo-
cmpancmso umen>/<ums>. VIcosb3yercs B KadecTBe AJbTePHATHBBI yKa3a-
HUIO cepTrdUKATa U KJIOYa C MOMOIBI0 napamerpoB controller.default TLS. cert
u controller.default TLS. key.

ITpumeuyanue: AjbTepHATUBHOE pEIIEHUE: TOJIHBINA MIPOIYCK CEKpeTa cepBepa
10 YMOJYAHUIO MPUBEJET K TOMY, 9To Angie 6ygeT M0 yMOJYAHUIO OTKJIOHSITD
TLS-nofk/m09€eHust K cepBepy.

controlle: Ceprucpukar TLS B wommpoBre base64 mias kaxmoro ysma Ingress miam  Her
VirtualServer, y koroporo Bkiouen TLS, Ho me ykasan cekper. Eciu mapamerp
He 3aJ1aH, Angie pepBeT J00Y0 TONBITKY YCTAaHOBUTH 1 LS-coequnenue st Ta-
kux y3yioB Ingress mian VirtualServer.

controlle: Kiroa TLS B komupoBke base64 mist kKaxkmoro ysia Ingress mim VirtualServer, y  Her
kotoporo BkjoueH TLS, Ho He yka3an cekper. Eciu mapamerp e 3aman, Angie
IIpepBET JIIOYIO MONBITKY ycTaHOBUTH 1T LS-coemuuenne s Takux y3708B Ingress
win VirtualServer.

controlle; Cekper ¢ ceprucdukarom TLS m kimodoMm s Kaxkjgoro yaia Ingress miaum  Her
VirtualServer, y koroporo Biiroden TLS, HO He yka3aH ceKper. SHAUEHHE JT0JIK-
HO COOTBETCTBOBATH CJIEAyONEeMy (GOpPMATY: <NPOCMPAIHCINGEO UMEH >/ <UMA>.
Wcmosib3yercs B KadecTBe ajbTePHATUBLI yKA3aHUIO cePTU(dhUKATA U KJIIOYa C HO-
MOIIbI0 TTapameTpoB controller.wildcardTLS.cert u controller.wildcard TLS. key.

controlle; Cenexkrop y3mi0B st HazHadenus moos Ingress Controller. {}
controlle; Tlepuos mraBHOTO 3aBepineHust padboTsl moja Ingress Controller. 30
controlle: Homycku mogos Ingress Controller. [l

controlle: ITlpussizka momoB Ingress Controller. {}

continues on next page
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MNapa- Onncaxne Mo

MeTp yMoJI-
YaHuto

controlle: Orpanunduenust Ha pacupocrpanenue tomosioruu monos Ingress Controller. {}

controlle; JIOMOTHATEIBHBIE TIEPEMEHHBIE OKDYYKEHHUsI, KOTOPBIE JIOJKHBI OBITH yCTaHOBJE- ||
HBI Ha 1ojax Ingress Controller.

controlle; Toma momnos Ingress Controller. 0l

controlle: Touxkn nopkmodenus: TomoB 1ooB Ingress Controller. [l

controlle: 3nadgenue initContainers nng nomos Ingress Controller. [l

controlle: lonosuurebHble KOHTeHHEPHl (HaUpuUMep, caiiikap) s 0omoB Ingress ||

Controller.
controlle: Pecypcer momos Ingress Controller. requests:
cpu=100m,memory=128)}
controlle: Kommaecro permk passeprbiBanus Ingress Controller. 1

controlles Knacc Ingress Controller. domken ObiTh passepuyT pecypc IngressClass —angie
¢ UMEeHeM, TOXKJECTBEHHBIM 3TOMYy KJaccy. B mpormBHoM ciydae Ingress
Controller we 3amycrurcsi. Ingress Controller obpabarbiBaeT TOJIBKO —Te
pPeCypcChl, KOTOpble IPUHAJJIEXKAT €ro KJjaccy, T. €. HX pPecypc I[oJs
«ingressClassNames» toxkzaecrBen kjaccy. Ingress Controller ob6pabarsiBaer Bce
pecypest VirtualServer, VirtualServerRoute u TransportServer, koropbie He nme-
ot nosst «ingressClassNames, Bo Bcex Bepcusix kubernetes.

controlle: Hoebim Ingress 6e3 ykazansuoro mosis «ingressClassNames Oyner IpucBoeH Kjacc, false
yKazaHHBIN B controller.ingressClass.

controlle: Pa3neneHHbIl 3alsdThIMU CIMCOK IIPOCTPAHCTB WMEH, 3a pecypcaMé KO-  «»
TopbIx JosizkeH  caeauTh  Ingress  Controller. Ilo  ymosrdanmio  Ingress
Controller orcjexxuBaer Bce NPOCTPAHCTBA HUMEH. B3aMMONCKIIIOYAIONTHE
¢ controller.watchNamespaceLabel. O6parure BHUMaHHE, YTO IpPH Ha-
CTPOIiKe HECKOJIbKMX IIPOCTPAHCTB HWMEH C WCIOJIb30BaHueM ommuu Helm
cli -set crpoka Jo/KHA OBITH 3aK/IIOYEHA B JIBOMHBbIE KAaBBIUKH, a 3allsd-
ThIe IKPAHUPOBAHLI C TOMOIIBIO 00PATHONW KOCOH YepThl - Hampumep, -—set
controller.watchNamespace=» default,anics.

controlle; HacrpauBaer B Ingress Controller mpocMOTp TOTBKO MPOCTPAHCTB UMEH C MET- <>
koit foo=Dbar. ITo ymomganuto Ingress Controller orcie:xuBaer Bce IPOCTPAHCTBA
nMeH. B3aunmonckimouaromnias ¢ controller.watchNamespace HacTpoyiKa.

controlle: PazyeneHnplil 3alsTHIMU CHHCOK IPOCTPAHCTB HMEH, 3a KOTOPbIMU Ingress —«»
Controller momken cieauTh B mOUCKax pecypcoB tuma Secret. Kemm stor mapa-
MeTp He HacTpoeH, Ingress Controller orciie)KuBaeT OIHU U Te K€ MPOCTPAH-
CTBa MMEH B IOMCKax Bcex pecypcoB. Cm. Takxke controller.watchNamespace
u controller.watchNamespaceLabel. O6parure BHUMaHWE, YTO IIPU HACTPO-
K€ HECKOJIbKUX IIPOCTPAHCTB WMEH ¢ wucnoJjb3oBanueMm omnnuu Helm  cli
—set CTpOKa JIOJKHA OBbITh 3aKJII0YeHAa B JIBOWHBIE KABBIYKH, a 3alls-
Thble SKPAHUPOBAHLI C TOMOIIHLIO OOpATHONW KOCOW YepThI - Hampumep, —set
controller.watchSecretNamespace=» default,angie-ingresss.

controlle; BKiIo9aeT mMoIb30BATEIHLCKUE PECYPCHL. true

controlle: Bkiitouaer IOJUTHKYW — [IPEIBAPUTEIHHOINO I[IPOCMOTpa. IDToT mapamerp false
ycrapena. Yrobor Briaounth nommutukn OIDC, wncnosnb3dyiiTe BMecTO Hero
controller.enableOIDC.

controlle: Brmouaer mommruku OIDC. false

IIpenynpexxaeume: Iloka He paboTaer, HO BCKOpe
OyIer.

controlle; Bkmogaer mepenady maHHBIX 10 nporokoiay TLS ma mopry 443. Tpebyercs false
controller.enable CustomResources.

continues on next page
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MNapa- Onncaxne Mo
MeTp yMoJI-
YaHuto
controlle: Brirogaer aBTOMaTmueckoe ympasienue ceprudukatavmu xH09 nnas pecypco false
BUPTYaJIbHOIO CepBepa € HOMOINbI0 cert-manager (cert-manager.io). Tpebyercs
controller.enable CustomResources.
controlle: Briitouaer unterpamuio ¢ External DNS st HacTpoiiku obiegocTynabix 3amu- — false
ceit DNS y pecypcos VirtualServer ¢ ucrosszoBanuem External DNS. Tpebyercs
controller.enable CustomResources.
controlles Cozmaer  momb3oBaresnbekuit  pecypc  GlobalConfiguration.  Tpebyercst  false
controller.enable CustomResources.
controller Cuenndukamsi GlobalConfiguration ngist onpejesienust mapamerpos ruobasbroit  {}
kouduryparuu Ingress Controller.
controlle; Bkmodaer mosib3oBaresbckue (parMenThl koudurypamun Angie B pecypcax — false
Ingress, VirtualServer, VirtualServerRoute u TransportServer.
controlle: JTobasisier Mecronosioxkenue «/angie-health» na cepsep o ymosrganuio. Mecro- — false
rojioykeHne orBedaer KojoMm craryca 200 Ha Jro60il 3ampoc. DTO IOJIE3HO st
BHeIHell mpoBepku paborocnocobrnoctu Ingress Controller.
controller 3amaer URI mecrorosoxkenusi COCTOSHUS PabOTOCIIOCOOHOCTH HA CepBepe 10  «/angie-
ymorganuio. Tpebyercss controller. HealthStatus. health»
controlle: Brirtouaer B Angie API. true
controlle: 3ajaer nopt, Ha KOTOpoM joctyned Angie API. 8080
controlle: Ilobasnsier 6soku IP wmym CIDR B crimcok paspemennbix it Angie AP 127.0.0.1,:1
Heckonbko [P uiu CIDR pazmensrorcst 3amsiThiMu.
controlle: Knacc mpuopurera momosB Ingress Controller. Her
controlles Co3maer cepBuC Jjist TIPpeIOCTaBIeHus jocTyna K mojgam Ingress Controller. true
controlle; Tun cepBuca, KOTOpPHIT HeOOXOIUMO co3maTh st Ingress Controller. LoadBalancer
controlle: Buemmnsisa mosmTuka Tpaduka cepsuca. 3uadenne Local coxpansier ncxonuniit IP-  Local
aJIpec KJIMEHTA.
controller Aunoranuu cepsuca Ingress Controller. {}
controlle: DKCTpa-MeTKH CEPBHCA. {}
controlle; Crarmaeckuii IP-anpec TSI 0aJTAHCHPOBIITNKA, Harpy3KH. Mg «»
controller.service.type HOJKHO OBITH ycTaHOBJeHO 3HadeHue LoadBalancer.
TTocTaBmuk 06JIAYHBIX YCIIYT JOJIZKEH MTO/JIEPYKUBATH Ty (DYHKITHIO.
controlle: Crimcok Buemuux [P-ajpecoB nyis cepsuca Ingress Controller. 0l
controlle: Iuanazonsr IP-anpecos (CIDR), koTopbiM pasperies JoCTyl K OaJaHcupoBIy- ||
Ky Harpys3ku. s controller.service.type MOMKHO OBITH YCTAHOBJIEHO 3HAYMEHTE
LoadBalancer. IlocTaBImuk 06/JJaIHBIX YCAYT JOKEH MOAIEPKUBATDL 3Ty (DYyHK-
IO,
controlle: VIms cepBuca. Cosma-
ercs
aBTO-
MaTH-
YECKHU
controller CIMCOK II0JB30BATEJILCKUX IIOPTOB, KOTODBIE OyJIyT JOCTYIHBI 4Yepe3 cepBuC ||
Ingress Controller. Cienyer obbsranomy cuutaxkcucy yaml Kubernetes st mop-
TOB CEPBUCA.
controlle; Brmowaer HTTP-mopt miis cepsuca Ingress Controller. true
controlles HTTP-nopr cepeuca Ingress Controller. 80
controlle: Tlosp3oBarenbckuit NodePort mns HTTP-nopra. djs controller.service.type — «»
JIOJIZKHO OBITH ycTaHoByieHO 3HaudeHue NodePort.
controlle: Ieneoe 3uagerme HTTP-tiopra cepBuca Ingress Controller. 80
controlle; Brmouaer mopr HTTPS s cepsuca Ingress Controller. true
controlles HTTPS-nopr cepeuca Ingress Controller. 443
controlle: TlospsoBarenbckuit NodePort mist HTTPS-topra. st controller.service.type — «»

JIOJIZKHO OBITH ycTaHoBjieHO 3HaudeHue NodePort.

continues on next page
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MNapa- Onncaxne Mo
MeTp yMoJI-
YaHuto
controlle: Ienesoit mopt HTTPS-mopra cepsuca Ingress Controller. 443
controlle; Aunoraruu ydernoit 3amucu cepsuca Ingress Controller. {}
controlle: Imst yuerHoii 3ammcu cepsuca monos Ingress Controller. Mcnosibsyercs gns  Cozma-
RBAC. ercs
aBTO-
MaTH-
YeCKH
controlle: Vmst cekperHoro (aiia, copep:Kallero yueranie JaHuble peectpa Docker. Cexkper — «»
JIOJIZKEH HAXOJUThCS B TOM K€ IIPOCTPAHCTBE UMEH, YTO U BbIIycK Helm.
controlle: Nms serviceMonitor. Coszna-
ercs
aBTO-
MaTH-
YECKU
controlle: Cosmaer noJib3oBaTebckuii pecype ServiceMonitor. false
controlles Metku obbekToB Kubernetes st npumenenust k o0bekTy serviceMonitor. <>
controlle: Habop MeTOK, MO3BOJIAIONINX BHIONPATH KOHEUHBbIE TOUKHU s serviceMonitor. <>
controlle; Cnmucok KOHEIHBIX TOYEK, PA3PENIeHHBIX B COCTaBe 3TOro serviceMonitor. «»
controlle: JlobaByisieT B moJie ajipeca B craTyce pecypcoB Ingress Buemnumit ajpec Ingress true
Controller. Hy»xHO Tak»Xe yKa3arhb HNCTOYHHMK BHEIIHEI'O aJpeca dYepe3 BHEIII-
HIOIO CJIykO0y uepes controller.reportIngressStatus. ExternalService, nmubo depes
controller.reportIngressStatus.ingressLink, smbo depe3 3amuch external-status-
address B ConfigMap dgepes controller.config.entries.
IIpumeuanue: Suauenue controller.config.entries. external-status-address nmeer
[IPUOPUTET HAJT OCTAIBbHBIMU.
controlle; YkaspiBaer wumsi cepuca ¢ tunoM LoadBalancer, wepe3 xotopsrit Ingress Coszma-
Controller Gymer jocTylieH n3BHe. BHeIIHMIT ajpec CEpBUCA UCIIOJIb3YETCs JJIs  eTCsl
OTYETOB O COCTOsiHMM pecypcoB Ingress, VirtualServer m VirtualServerRoute. aBto-
Suauenne controller.reportIngressStatus.enable mOMKHO OBITH 33JaHO KaK frue. MaTH-
3HadeHNe 10 YMOJYAHUIO CO3JA€TCS ABTOMATHYECKH W BKJIIOYAETCS, KOTJAA  YIECKU
controller.service.create nMmeeT 3HaveHue true, a controller.service.type - 3nade-
uue LoadBalancer.
controlle: YkaspiBaer uMsi pecypca IngressLink, KorTopwelifi mpegocraBisieT JOCTYII K «»
momaMm Ingress Controller 4wepe3 cucremy BIG-IP. IP-agpec cucremer BIG-
IP wucnosbsyercss mjiss ordeTroB o cocrosinum pecypcoB Ingress, VirtualServer
u VirtualServerRoute. 3uauenne controller.reportIngressStatus.enable momxkno
ObITH 3aJIaHO KaK true.
controlle: BkmiovaeT BBIOOp Jmjepa, dYTOObI u30E€XKATh CUTYAIlUd, KOTJIA HECKOJBKO true
PeIUINK KOHTPOJIIEPA COOOIIAIOT O COCTOSIHUU pecypcoB Ingress. 3HaueHue
controller.reportIngressStatus.enable mOMXKHO OBITH 38JAHO KaK true.
controlle: YkaspiBaer mms ConfigMap B Tom ke mnpocrpaHcTBe uMmeH, 4ro u kKoH- Cozma-
TPOJLIEP, KOTOPOE WCIIOJIb3yeTcsl Jisi OJOKUPOBKU BBIOOpa JUjepa. JHAYEHUHEe — eTCs
controller.reportIngressStatus.enableLeaderElection mo/KHO ObITH 3aJaHO KaK  aBTO-
true. MaTU-
9eCKU
controlle; AunoTary K KOHMUTYPAIMOHHON KapTe BHIOOPOB JIHAEpa. {}
controlle: Annoranun noga Ingress Controller. {}
controlle: IloromHUTEIbHBIE SKCTpa-MeTKH i moja Ingress Controller. {}

continues on next page
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MNapa- Onncaxne Mo
MeTp yMoJI-
YaHuto

controller Briniouaer KOHEUHYIO TOYKY IOTOBHOCTH «/angie-readys. Koneunas touka Bo3-  true
BpaIlaeT Ko/l yCIEITHOTo 3aBepIienust, ecan Angie 3arpy3uit BCio KOHMUTYPATHIO
[ocJIe 3aIlyCKa. DTUM TaKKe HACTPAMBAETCS [IPOBEPKA TOTOBHOCTHU IS MOJOB
Ingress Controller, koropast UCIIOJIB3yET KOHEYHYIO TOYKY IOTOBHOCTH.

controlles HTTP-opT 111 KOHEYHOW TOYKU TOTOBHOCTH. 8081

controlle: Yucno cexkynn ¢ 3amycka moga Ingress Controller no maunuuposanust nposepku 0
TOTOBHOCTH.

controlle: Briitouaer  cbop  MeTpUK  3aJepKKU  JJIisd  ancrpumoB.  I'pebyercs  false
prometheus. create.

controller 3ajaeT MUHUMAJIBHOE KOJIMIECTBO CEKYH/I, B TeYeHNe KOTOPBIX BHOBb CO3MaHHbI 0
IIOJT, IOJI?KEH [IPUNUTHU B TOTOBOE COCTOsiHME 6e3 cO0st KAKOro-1ub0 U3 KOHTEHHEPOB,
9TOOBI CYUTATHCS JIOCTYITHBIM; JOKYMEHTAIIMIO CM. 3/1eCh.

controlle: Britouaer HorizontalPod Autoscaling. false

controlle: Aunoramuu HorizontalPod Autoscaler myst Ingress Controller. {}

controlles MuanmasibHOe dmcio periuk st HPA. 1

controlle; Makcumanbuoe uncyio periuk juist HPA. 3

controlle: Ilenesoit mponent 3arpy3ku LII1. 50

controlle; 1leneBoit MPOIEHT UCIIOIB30BAHUS TAMSTH. 50

controlle: Brmouaer PodDisruptionBudget. false

controlle: Amnoraruu K 6r0/keTy cooeB noga Ingress Controller {}

controlle: Kommaecrro monos Ingress Controller, koTopbie H0KHBI OBITH J0CTYIHBI. B3an- 0
MOHCKII09aomas ¢ «maxUnavailable» mactpoiika.

controlles Kommgecrso momos Ingress Controller, koropbie MoryT 6bITh HeocTymHbl. B3an- 0
MOHCKJII0Yaomas ¢ «minAvailable» Hacrpoiika.

controller 3amaeT CTPATErNIO 3aMEHBI CTAPBIX MOJIOB HOBbIME. JIoKyMeHTamus mo crparernn  {}
()6H()BJ1()HM§1 pPa3BePThIBaHUA U CTPpaTEerunu ()6HOBJI(‘,HMH Ha()opa JAE€MOHOB

controlle: B siBHOIT dhopme oTkitouaer npociymmBaresan IPV6 nisa y3ios, kotopseie ve mon-  false
nepxkuBaior crek IPV6.

controlle: HacrpauBaer KOpHEBYIO (DailJIOBYIO CACTEMY KaK JOCTYIIHYIO TOJBKO JJjist YTeHust false
7 J106aBJIIET TOMA JIjIsI BPEMEHHBIX JTAHHBIX.

rbac.crea HacrpamBaer RBAC. true

promethe Ilybnukyer merpuku Angie B ¢popmare Prometheus. true

promethe HacTtpamBaeT mopr Jjis MOIy9YeHUST METPUK. 9113

promethe HactpamBaer cxemy HT TP, uctonb3yemyro jist MOAKIIOUEHII K KOHEIHOM TOUYKe  http
Prometheus.

promethe IlpocrpancrBo mmen wiau umsi TLS-cekpera Kubernetes. Eciin cekper ykasan, «»

OH WCIIOJIB3YeTCs I 3allUThl KOHEYHOUW TouKu Prometheus ¢ momompio TLS-
COeTMHEHUIA.
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rnABA 4

AprymeHTbl KOMaHAHOW| CTPOKU

ANIC monepkuBaer psiji apryMeHTOB KOMaHIHONU cTpoKu. Crocod yKazaHus 9TUX apryMEHTOB 3a-
BHCHUT OT TOTO, KakK Bbl ycranasiupaere Ingress Controller:

e Ecim Bbl ucnosnb3yere manugecmo, Kubernetes (Deployment mam DaemonSet) miust ycranoBKu
ANIC, usmennTe 311 MaHUQECTHI COOTBETCTBYIOIUM 00Pa30M, YTOOBI 33/1aTh apr'yMEHTHI KOMAH/I-
HO# cTpoku. CM. JIOKYMEHTAINIO 10 YCTAHOBKE C MaHUDECTaMH.

e Ecym Bol ucnosib3dyere Helm mist ycranosku ANIC, usmennre mapamerpsr jguarpammbl Helm, co-

OTBETCTBYIOIIUE apryMeHTaM KOMaHIHO#M cTpoku. CM. IMOKYMEHTAIUIO [0 YCMAHOEKE € TOMOULLIO
Helm.

Huxke nepevnc/IeHbl JOCTYIIHbIEC apTyMEHThI KOI\/I&H,HHOI'?’I CTPOKH:

4.1 -enable-snippets

Brutouaer nosb3oBaTesnbckue dpparmentsl Kondurypanun Angie B pecypcax Ingress, VirtualServer,
VirtualServerRoute u TransportServer.

IIo ymomuanmro false.

4.2 -default-server-tls-secret <cTpoka>

Cekper ¢ ceprudpurarom TLS un kmrouom s TLS-repMuHupOoBanust Ha cepBepe M0 YMOJTIAHUIO.

e Ecin 3HaveHnve He 3a/1aHO, UCIOJB3YIOTCH cepTuduKar u K4 B daiiie /etc/angie/secrets/
default.

e FEcmu /etc/angie/secrets/default me cymecrsyer, ANIC macrpour B Angie orknonenne TLS-
ITOJIKJIIOYEHNI K CEpBepPy MO YMOJIIAHUIO.

e FEcim cekper ycranosien, Ho ANIC ne moxer nonyuants ero u3 API Kubernetes, nin ke ne ycra-
nositeH, 1 ANIC ne yaercs npounrars daitn /etc/angie/secrets/default, To Ingress Controller
HE 3aIlyCTUTCH.

®Popmar: <HIPOCTPAHCTBO HMeH>/<uMs>
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4.3 -wildcard-tls-secret <cTpoka>

Cekper ¢ ceprudukarom TLS u xiouom jyst TLS-repmunnpoBanmst Kaxkaoro yaiaa Ingress min
VirtualServer, jyist Koroporo BrjoueHo TLS-TepMuHUpOBaHUe, HO CEKPET HE yKa3aH.

e Ecyin apryMmenT He 3aJaH, 11 Takux y3J0B Ingress u VirtualServer Angie npepset JIloOyIO TIOIBITKY
ycranoButh TLS-coemunaenne.

e Ecymm apryment 3azan, HoO ANIC #e moxker mosyunts cekper u3 API Kubernetes, o ANIC ne
3AIyCTUTCSI.

QopmMmaT: <IPpOCTPaHCTBO HMeH>/<uMI>

4.4 -enable-custom-resources

BkirouaeT mosib3oBaTeibCcKue pecypchI.

IIo ymomaanuio true.

4.5 -enable-leader-election

TlosBonsieT BRIOMpATH JHAEpa, YTOOBI N30EKATH CUTYAITUH, KOT/Ia HECKOJBHKO PEILTHK KOHTPOJIEPa
coobmarT o craryce pecypcos Ingress, VirtualServer u VirtualServerRoute; coobiars o craryce byjer
TOJIbKO OJiHa perumka. 1lo ymomdanuio true.

Cwm. daar -report-ingress-status.

4.6 -enable-tls-passthrough
Bkirouaer ckBo3Hyto nepenady maHHBIX 0 mpoTokosy TLS ma mopty 443.
Tpebyer namgumaus -enable-custom-resources.
4.7 -tls-passthrough-port <int>
3ajaeT mopT Jis CKBO3HOM Iepefiadn gaHHbiX 10 nporokoiay TLS. ®@opmar: [1024 - 65535] (mo

yMOTUaHuIo 443)

Tpebyer BrtounTh -enable-custom-resources.

4.8 -enable-cert-manager

Brurrouaer aBromarudeckoe ypasienune ceprudukaramu x509 s pecypeos VirtualServer ¢ momo-
mpio cert-manager (cert-manager.io).

Tpebyet -enable-custom-resources.
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4.9 -enable-external-dns

Brutrouaer unrerparuio ¢ External DNS st macrpoiiku obmiegoctynabix 3amuceit DNS y pecypcos
VirtualServer ¢ ucnonb3zoBannem External DNS.

Tpebyer wamuuus -enable-custom-resources.

4.10 -external-service <ctpoka>

VkaswiBaeT uMms cepsuca ¢ tuom LoadBalancer, gepes koropsriit mogsr Ingress Controller nesarorcst
JIOCTYIIHBI U3BHE. BHEINTHMIT ajipec cepBUCca HMCIOJb3yeTCsl JJIs OTYETOB O COCTOSTHUE pecypcoB Ingress,
VirtualServer u VirtualServerRoute.

Tomwko g5t pecypcoB Ingress: Tpebyer Haauaust -report-ingress-status.

4.11 -ingresslink <ctpoxa>

VkazwiBaeT ums pecypca IngressLink, gepes koropsrit ipetocrasisiercs goctyn K mogam ANIC gepes
cucremy BIG-IP. IP-anpec cucrembr BIG-IP ucrosnb3yercst ijis 0T4€TOB O COCTOSIHUU pecypcoB Ingress,
VirtualServer u VirtualServerRoute.

Tompko gyt pecypcos Ingress: Tpebyer Haguwaust -report-ingress-status.

4.12 -global-configuration <cTpoxa>

Pecypc GlobalConfiguration jyist riobasbuoit nHacrpoiiku ANIC.
DopMaT:<IPOCTPAHCTBO HMEH>/<uMT>

Tpebyer manumuus -enable-custom-resources.

4.13 -health-status

Hobasisier mecronosioxkenue «/angie-health» k cepsepy 110 ymosrganuio. MecrorosiozkeHue orBedaer
kozoM craryca 200 Ha 11000 3ampoc.

DT0 TOJIE3HO /s BHEIIHel npoBepku paborocrocobnoctn ANIC.

4.14 -health-status-uri <ctpoxra>

Samaer URI mecronosoxkenns mpoBepKr pabOTOCIIOCOOHOCTH HAa cepBepe 1o yMoJsdaHuio. Tpebdyer
Hanuaus -health-status.

IIo ymomuanuio /angie-health.
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4.15 -ingress-class <cTpoxa>

Kirace ANIC.

Hosxen 6bTh pasBepHyT coorBeTcTBYIONMit pecypc IngressClass ¢ mmenem, paBabIM Kjaccy. B mpo-
tusHOM ciydae ANIC ue 3amycturcs. ANIC o6pabaThiBaeT TOJBKO T€ PECYPChI, KOTOPbIE TPUHAJIEKAT
€ro KJaccy, T. €. UMeIOT pecypc nojd ingressClassName, paBHBIA KJaccy.

ANIC obpabaTsiBaeT Bce pecypcehbl, Y KOTOPBIX HeT 1oJist ingressClassName.

Ilo ymosraanuio angie.

4.16 -ingress-template-path <cTtpoka>

IIyre k mabsiony kondurypamuu Ingress Angie juist pecypca Ingress. ITo ymonuanuto st Angie
HCIO/Ib3yeTCs angie.ingress.tmpl.

4.17 -leader-election-lock-name <ctpoka>
VKa3bIBaeT B TOM 2K€ IIPOCTPAHCTBE MMEH, IJe HaXoanuTcst KoHTposutep, uMst ConfigMap, ncmons3y-

emMoe 7y1s1 OJIOKUPOBKY MPHU BHIOOpE JIHIepa.

Tpebyer nanuaus -enable-leader-election.

4.18 -main-template-path <ctpoxka>

IIyTe x ocrHOBHOMY maboHy Kouduryparmmn Angie.

e [lo ymouanuio qus Angie ncnosib3yercs angie.ingress.tmpl.

4.19 -angie-configmaps <cTpoxa>
Pecypc ConfigMap mis macrpoitku kondurypanun Angie. Eciau ConfigMap 3aman, Ho ANIC He

mozkeT nostyuuthb ero uz API Kubernetes, o ANIC me 3amycrurcs.

QPopmar: <HIPOCTPAHCTBO HMeH>/<uMsT>

4.20 -angie-debug

Bkirouaer ornajgky st Angie. Wcnosssyer GunapHuk angie-debug. Tpebyercs ,error-log-level:
debug* B ConfigMap.
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4.21 -angie-reload-timeout <3Havyenue>
Bpewmst oxkujjanus B MununcekyHaax, B redenue koroporo ANIC Oyyer oxkumaTh ycrentsoi nepesa-

rpy3ku Angie 1ocsie u3MeHeHUsT KOH(MUTYPAIINN WK IPU HAYAJIBLHOM 3aIyCKe.

Buadgenne 1o ymosraanuio - 60000.

4.22 -angie-status

Bkimouaer Angie stub_status.

Ilo ymomaanuio true.

4.23 -angie-status-allow-cidrs <ctpoka>

Hobasasier 6ok IP/CIDR B cuncok paspemmenuii jist Angie stub_status.

Heckonpbko IP mwin CIDR paznesnsitorest 3ansrbiMu. (1o ymosrdanuo 127.0.0.1,::1)

4.24 -angie-status-port <int>

3asaeT mopT, Ha KOTOPOM soctyiieH Angie stub _ status.

Dopmar: [1024 - 65535] (o ymosrganuio 8080)

4.25 -proxy <cTpora>

3ajaeT UCIoIb30BaHUE MPOKCcH-cepBepa st moakaiodenus K API Kubernetes, 3amyckaemoro ko-
mamgoit «kubectl proxy». TolbKO B IeJgX T€CTUPOBAHUSI.

ANIC me 3amyckaer Angie n He 3a0UCBIBaeT Ha JUCK HUKAKHE CreHEPUPOBAHHBIE (hailyibl KOHPUTY-
parmu Angie.

4.26 -report-ingress-status
O6HOBJISIET TTOJIE aj[peca B CTaTyce pecypcos Ingress.

Tpebyerca duar -external-service wmm -ingresslink, nubo Kaod external-status-address B
ConfigMap.

4.27 -transportserver-template-path <ctpoka>

Ilyre k mabiony koudurypamnun TransportServer Angie mist pecypca TransportServer.

o [lo ymoaanuio qus Angie ncnosb3yercsiangie . transportserver. tmpl.
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4.28 -v<zHaueHnme>

YpoBeHb BejeHUs KypHAJIA JJIsd XKypPHAJIOB V.

4.29 -version

BoiBoguT Bepcuio, X3 git-koMMuTa U 1aTy COOPKH, 3aTeM 3aBepiraeT paboTy.

4.30 -virtualserver-template-path <ctpoka>

IIyTes k mabsony koudurypamnuu VirtualServer Angie jyist pecypca VirtualServer.

o Ilo ymomuanmo mast Angie ucnonb3yercst angie.ingress. tmpl.

4.31 -vmodule <3nauyenue>

Pazgemennnrit 3ansaTeiMu CInCOK mapaMeTpoB pattern=N g Bemenus KypHasa ¢ PUIbTpaIei
daitos.

4.32 -watch-namespace <cTpoxa>

PaztesiennbIil 3aATHIMEU CIIUCOK TPOCTPAHCTB UMEH, 38 PeCypCaMu KOTOPbIX JosiKeH cieautb ANIC.
TTo ymomganuto ANIC orciiezkuBaeT Bce IpocTpaHCTBa uMeH. Hejb3st ucrosib3oBaTh BMecTe ¢ «watch-
namespace-labels.

4.33 -watch-namespace-label <cTpoxa>

Hacrpausaer B ANIC mpocMoTp TOJIBKO TpocTpaHCTB mMeH ¢ MeTkKoi#t foo=bar. Ilo ymomganuio
ANIC orcnexxupaer Bce mpocTpaHcTBa nMeH. HeJib3st ucnoJib30BaTh BMecTe ¢ «watch-namespaces.

4.34 -watch-secret-namespace <ctpoka>

Pasznesiennblit 3ansThiMu CIIMCOK ITPOCTPAHCTB UMeEH, 3a KoTopbiMu Ingress Controller mosmxen cie-
JINTH Ha TpeaMeT Hajaudus cekperoB. Eciau sror mapamerp ue Hactpoer, ANIC orciiekuBaer ofHu u e
JKe TIPOCTPAHCTBA UMEH JJIst Beex pecypcoB. CM. Takxke «watch-namespace» u «watch-namespace-labels.

4.35 -enable-prometheus-metrics

ITo3Bossier mybaukoBars Merpuku Angie B (popmare Prometheus.
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4.36 -prometheus-metrics-listen-port <int>

3ajaeT mopT, Ha KOTOPOM MyOJNKYIoTCs MeTpuku Prometheus.

@opmar: [1024 - 65535] (1m0 ymosmganuo 9113)

4.37 -prometheus-tls-secret <cTpoxa>

Cekper ¢ ceprucdukarom TLS u kmouom g TLS-tepmuHumpoBaHWsT KOHEYHON TOYKH METPHUK
Prometheus.

e Eciu aprymeHT He 3aJ1aH, KOHeYHas Touka Prometheus He 6yzer ucnosnbzoBars TLS-coequnenue.

e Ecymm apryment 3azan, Ho ANIC me moxker mosyunts cekper u3 API Kubernetes, o ANIC ne
3aIlyCTUTCSL.

4.38 -enable-service-insight

IIy6simkyer Koneunyto Touky Service Insight mst ANIC.

4.39 -service-insight-listen-port <int>

3ajsaer opT, HA KOTOpoM IybJsimkyercs Service Insight.

Dopmar: [1024 - 65535] (mo ymosrdanuo 9114)

4.40 -service-insight-tls-secret <cTpoxa>

Cekper ¢ ceprudpurarom TLS n kimodom s TLS-tepMunnpoBaHusi KOHETHON TOUKM Service
Insight.

o Eciu apryment e 3a1aH, KonedHnas Touka Service Insight we 6yzner ucmonszosares TLS-coenuaenne.

e Ecyimm apryment 3azan, HoO ANIC #e moxker mosyunts cekper u3 API Kubernetes, o ANIC ne
3AILyCTUTCSI.

QopMmaT: <HIpOCTPaHCTBO HMEH>/<uMs>

4.41 -ready-status

Bxiioyaer koneunyio TouKy roroBuoctu /angie-ready. Konednas Todka BO3BpaIaeT KOJ yCIiexa,
Koryia Angie 3arpy3ms BCIO KOHMUTYDPAIHIIO MOCTIE 3aIyCKa.

IIo ymomuanmio true.

4.36. -prometheus-metrics-listen-port <int> 62



ANIC, Bepcus 1.0.0

4.42 -ready-status-port

HTTP-tiopT //1s1 KOHEYHOW TOYKH FOTOBHOCTH.

Dopmar: [1024 - 65535] (mo ymosrganuio 8081)

4.43 -disable-ipv6

fBHO oTkMIOYaeT mpocaymmBaTesn [IPV6 s y3mos, koTophle He omaepKuBaior crek IPV6.

Ilo ymomaanuio false.

4.42. -ready-status-port 63
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