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rNABA 1

AHHoTaums

Angie Ingress Controller (ANIC) — npuioxenue, KOTOpOe 3aIlyCKaeTCsl B KJIacTepe U yIpaBJjisdeT GajiaH-
CHUPOBIITUKOM HATDY3KU.

ANIC wucnoss3yer B cpoeit pabore Angie PRO — sddeKTuBHbBIi, MOIHBIA U MacIITabUupyeMbIil
BeG-cepBep, KOTOPBIH MO3BOJIsIeT GAJIAHCHPOBATHL HATPY3KY MEXKJy CepBepaMy KaK I0 TPOTOKOJIAM
TCP/UDP, rak u no HTTP.

(5 ) IIpumevuanue

Angie PRO Brecen B Efunblil peecTp poCCHUICKUX MPOrpaMM JJisl 3JIEKTPOHHBIX BBIYUC/IATEIbHBIX
MalnuH 1 6a3 gaHHbIX (3amuck Ne 17604).

1.1 O6uwue cBepgeHus

Angie Ingress Controller (ANIC) - sro pemenue mjist yupasjeHus TpadUKOM KOHTEHHEPU3UPOBAHHBIX
npuwiroxkenuit B8 Kubernetes.

ANIC passeprbiBaeTcst 1 paboTaeT B KJiacTepe, yrnpapjsds (QyHKIMsaMUA [ngress ¢ BO3MOXKHOCTHIO Ha-
cTpoiiku mpasui odbpaborku Tpaduka. [Ipoaykr 6asupyercs wHa Angie PRO, uro mosposisier crpourh
Ge301acHbIe MACIITAOMPYEMBbIE BHICOKOIIPOM3BOIUTE/IbHBIE OKPYZKEHISI, UCIIOJIb3Ysl POCCUICKOE PerteHne
¢ TpodeCCHOHAIBHBIMI CEPBUCAMY MUTDAINN U TEXHUIECKON MMO/JIEPKKU HA PYCCKOM SI3BIKE.

ANIC ucnonsayer mupokuit nabop dyuknumit Ingress:

e Banaancuposka naepysxu TCP, UDP, TLS, HTTP, gRPC'" T'ubkoe pacupeenenne Tpaduka u ero
ILJIABHOT'O MEPEHOCA IPU OOHOBJICHUAX TIPUJIOKEHU

o Tepmunuposanue ceccuti TLS: TlomTBep:KmeHusl MOIIUHHOCTH CEPBUCOB M 3aIlUTLI OHJIANH-
TPaH3aKIUi

o Hacmpotixu 2ubkozo ao2uposarus: Y IPABIEHIE COBPEMEHHBIMY JTUHAMUYECKIME ITPUIOKEHUSIMA

e Pacwupennan mapupymusayus mpagura: Paznensenne Tpaduka u paciinpeHHas Mapiuipy TH3aIHs
Ha OCHOBE COJEPKUMOTO

o Ozpanuvenue nocmynarouiezo mpagpura: Ilo pa3IuIHBIM KPUTEPUAM JJIs 3AIMTATHI TPUIOKEHUH OT

DDoS



https://angie.software/angie/pro/
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o Modugpuxayus omeemos Ha 3anpocov,: Ha yposue 6astancuposmuka HTTP

1.2 CucremHble TpeboBaHus

Crucok nogzepxkuBaeMbix OC u apXuTekTyp:

0oC Bepcun  ApxutekTypbl

Alpine Linux 3.21 x86 64, arm64
Alt Linux 10 x86 64, arm64
Debian 11 x86 64, arm64

1.2. Cucremuble TpeboBaHus 2



12850

FABA 2

VYcTaHoBKa

Bur moxkere ycranosuts ANIC ¢ omornpio manudectoB uin ¢ momoribio Helm.
Yemanosxka ¢ nomouwwro manugdecmos
Vemanoska ¢ nomouyvro Helm

YVcraHOBKA C TOMOMIHI0 MAHUMDECTOB IOAXOIUT [1Jisi 60JIee TPOCTHIX CIIEHAPUEB U KOTJIa TPeOyeTcs MOJTHBII
KOHTPOJIb HAJ[ KaXKJIbIM acieKToM KoHdurypannu. Ona mogpasyMeBaeT co3ganne 00bekToB Kubernetes ¢
nomotibio YAML-daitioB, KOTopble Bbl IPUMEHsIETe BPYIHYI0. DTH MaHU(ECTHI JOJKHBI OBITH 3apaHee
[IO/ITOTOBJIEHBI, ¥ BCE HACTPOMKM JEJIAIOTCS MPIMO B (hailiax.

Veranoeka ¢ omornbio Helm mogxoaur jj1st 60j1€€e CI0KHBIX ITPOEKTOB, TPEOYIONUX I'MOKOCTH, JIETKOCTH
obHoBJieHUsT U MacinTabupoBanus. Helm — 310 makerHbiii Mmenekep st Kubernetes, Koropsrit ympo-
IAaeT yCTAHOBKY U ympapiieHne npuiokenusivu. [Ipu ncnosp3oBannu Helm BbI 3amyckaere ycTaHOBKY €
TOTOBBIMU KOHMUTYPAIUAMA U T€PEMEHHBIME depe3 IMabJI0Hbl, KOTOPbIe MOTYT OBITH JIEMKO MOIU(UITH-
POBAHBI.

2.1 Moppep>xnBaemble ANCTPUOYTUBDI

HazeaHne Bepcun ApXnTeKTYpbI

Alpine Linux 3.21 x86_ 64, ARM64
Debian 11 "Bullseye" x86 64, ARM64
ALT Linux 10 x86_ 64, ARM64
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2.1.1 YcraHoBska c nomouwibto Helm
Bcrynnenue

Ora puarpamma npoussoauT passeproianue Angie Ingress Controller (ANIC) B kiacrepe Kubernetes.

MpeaBaputensHblie TpeboBaHus

O IIpumeuanne

Best mokymeHTaImst JOJIKHA, HCIIOJIb30BATHCS TOJBKO C IocjenHel crabuibHoil Bepcueit ANIC.

Kubernetes 1.22-+
Helm 3.0+

e Ckauaiite 06pa3 ANIC u nepenecure ero B CBOIl JIMIHBIN PEECTp.

o Ob6noBute 1n07e controller.image.repository daiina values.yaml COOTBETCTBEHHO.

Monb3oBaTenbckue onpegeneHns pecypcos

ITo ymomuanmio gst ANIC TpeGyercst HECKOJIBKO TTOIb30BATENLCKHUX onpeesennit pecypcos (CRD), yera-
HOBJIeHHBIX B Kiacrepe. Kiment Helm ycranosur stu onpenesnenusi. Eciau oHM HE yCTAHOBJIEHBI, TIOJIBI
ANIC ne 6ymyT TOTOBHL

CkaunsaHue AvarpamMmmbl

Veranosurh jmarpaMmbl st ANIC MoxkHO U3 Hariero perozuropust. 3a JIOCTYIIOM obpalnairech Ha
info@wbsrv.ru.

Ecsin BBL He HCIOJIB3YETE 1I0JIB30BATEIILCKAE PECYDCHI, [IJI KOTOPBIX TPEOYIOTCs 9THU OnpejeseHus (4To
COOTBETCTBYET Napamerpy controller.enableCustomResources, ycTaHOBJI€HHOMY Kak false), ycra-
HOBKY ONpeNeJIeHNil MOXKHO IIPOIYCTUTD, yKa3aB --skip-crds B komange helm install.

O6HoBneHne onpepeneHnii

Y1066l OOHOBUTH OIPEIE/ICHNS, CKadaiTe NCXOMHbIE (PailIbl JuarpaMMbl, KaK OMUCaHO B pasgene (Cra-
yusarue Juazpammol, & 3aTeM 3aIyCTUATE:

[kubectl apply -f crds/ J

© IIpumeuannue

BosMmoxkHO cirefryroriee npeaynpek/ieHne, KOTopoe MOXKHO UI'HOPUPOBATH:

Warning: kubectl apply should be used on resource created by either
kubectl create --save-config or kubectl apply

(Mlpepynpexzerne: kubectl apply crnemyeT HCHONB30BATH LA pecypca,
CO3IaHHOTO C IoMombl kubectl create --save-config mmm kubectl apply).

2.1. NMoppepxuBaembie ANCTPUOYTUBDI 4


https://git.angie.software/web-server/anic-helm-charts/
mailto:info@wbsrv.ru
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YpaneHue onpegenennii

YTo0b! yIaauTh ONpeIe/IeHnsI, CKadaiiTe NCXOaHbIe (hailabl JuarpaMMbl, KaK OmucaHo B pasgene Ckawu-
sanue Juazpammol, & 3aT€M 3aIyCTUTE:

[kubectl delete -f crds/

(5 ) IIpumeuanue

DTa KOMaHJa yJIAJIUT BCE COOTBETCTBYIOIINE MOJIb30BATEIbCKIAE PECYPCHI B BAIIEM KJIACTEPE BO BCEX
IIPOCTPAHCTBAX WMEH. YOeIuTech, 9TO B KJIACTEPE HET I0JIb30BATEIbCKAX PECYPCOB, KOTOPHIE BbI
XOTUTE COXPAHUTD, U He 3aIymiensl apyrue Beiryckn ANIC.

YnpaBnexHne gmnarpamMmmoii C NOMOLLbIO peecTpa

YcTraHoBKa gnarpamMmmbl

Y1066l yCTAHOBUTD AUAIPAMMY C HA3BAHUEM BBIILyCKa my-release (my-release - 310 Ha3BaHUEe, KOTOPOE BB
BoIOUpaeTe camu, myregistry.host.ru/angie-ingress - HeOOXOIUMO U3MEHUTH HA IIYTh B JINYHOM PEECTPE):

helm repo add anic https://git.angie.software/api/packages/web-server/helm

helm install my-release anic/anic --set controller.image.repository=myregistry.host.
—ru/angie-ingress

DTO TpUBEET K yCTaHOBKe nocsenneil morpaunynoit Bepcun ANIC u3 peectpa KOHTEHEPOB.

O6HoBneHne gunarpammbl

Helm me obmHOBIsSET ompenie/ieHUsT BO BpeMsi OOHOBJIEHUsT BBLITycKa. lIpexkje ueM OOHOBJISTH BBIMYCK,
03HAKOMBTECH € pazjesoM Obrosaenue onpedenerui.

YT066I 0OHOBHUTH BBIILYCK my-release:

[helm upgrade my-release anic/anic -version 0.6.0 J

Ypanewue gmnarpammbl

YTo0BI yIaauTh BBIIYCK my-release:

[helm uninstall my-release

Komanzga ynanser Bce kommnonentsl Kubernetes, cBs3aHHbIe ¢ BBIITYCKOM, U CaM BBIITYCK.

ViiajieHne BBIILYCKa HE IPUBOJUT K YIAJEHUIO OlpejesieHnil. UToObl yIaJuTh ONPEIe/IeHUsI, CM. Pa3Ies
Voanenue onpedeaerui.

2.1. NMoppepxuBaembie ANCTPUOYTUBDI 5
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Kondurypauuns

B cienyromeit Tabimie mepednciieHbl HacTpanBaeMble apameTpbl nuarpaMmbl Ingress Controller m ux
3HAYEHUS 110 YMOTIAHUIO.

myregistry.host.ru/angie-

Mapa- Onucaxne Mo
mMeTp yMoJI-
YaHuIo
controlle: Vmsa nabopa mpemonoB mwin passeprbiBanus ANIC. Cosna-
ercst
aBTO-
MaTH-
YeCKH
controller Tun ycranosku ANIC - deployment nin daemonset (passeprbiBanue win Habop — deployment
JIEMOHOB)..
controller Tlo3BosisieT yCTaHABJIMBATD GHHOMAUUY JIJIS Pa3BEPTHIBAHUs Un Habopa gemo- {}
HOB.
controlle: PazsepreiBaer ANIC mma Angie PRO. false
controlle; Bpems oxxkumanust B MUJUTHCEKYH1aX, B Tedenne koroporo ANIC 6yner oxxumars 60000
YCIIEITHOM TIepe3arpy3ku Angie 1ocjie M3MEHEHWsT UM IPH HAYAJTBHOM 3aITyCKe.
controlle: TTozossier mogam ANIC ucmob30BaTh ceTeBoe IPOCTPAHCTBO UMEH XOCTA. false
controlle: Ilosmruka DNS miaa monos ANIC. ClusterFirst
controlle: Bxrmouaer otmanky s Angie. Tpebyercs 3amaTh 3Hadenue error-log-level: debug — false
B ConfigMap 4epes controller.config.entries.
controlle; Yposenb Besenus )ypuausa ANIC. 1
controlle: aiimxect obpaza ANIC. Her
controller Pemozuropumii oopazos ANIC.
ingress
controlle; Ter obpaza ANIC. 0.1.2
controlle; Tlomutuka ckaunBanus obpasza ANIC. IfNotPresent
controller 2Kusnennstit nuka nogos ANIC. {}
controller Vmst monp3oBaresbekoit ConfigMap, ucnons3yemoit ANIC. Eciu umst 3agano, o ""
KOH(UTYpAIHS 10 YMOJYAHUIO UTHOPUPYETCSI.
controlle; lma ConfigMap, ucnosszyemoii ANIC. Cozna-
ercs
aBTO-
MaTH-
YECKU
controlle: Aunorarmm ¥k ConfigMap B ANIC. {}
controlle; 3anucu B ConfigMap jutst macrpoiiku kKoudurypanuun Angie. {}
controller CMCOK TOB30BATENBCKUX TIOPTOB, KOTOPBIE JOJKHBI OBITH JOCTYIHBI B moge ||
ANIC. Caemyer obbraromy cuaTakcucy yaml Kubernetes st KoHTeHHEPHBIX
IIOPTOB.
controlle: Ceprucdukar TLS B komuposke base64 misi cepepa HTTPS o ymonganuto. Her

O IIpumeuannue

Pekomenpyercs ykazaTh CBOW COOGCTBEHHBIN cepTudUKAT. AJILTEPHATHBHOE
PpeIIeH e: TOIHBIHI IPOILYCK CEKPETa CEPBEPA [0 YMOJTIAHUIO IPUBE/IET K TOMY,
qaro Angie OyzeT mo ymMoaT9aHuio OTKJIOHATE TLS-monkiiovyenust K cepsepy.

NPOAOIKAETCS Ha CreaytoLeli cTpaHuLe

2.1. NMoppepxuBaembie ANCTPUOYTUBDI



12850

PykoBogcteo no ycraHoske, sepcus 0.6.0

Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MNapa- Onncaxne Mo
MeTp yMoJI-
YaHuto
controlle: Kimroa TLS B komuposke base64 mys cepsepa HTTPS no ymosraammuro. Her
© IIpumeuannue
Pekomenjiyercst ykazarTh CBOH COOCTBEHHBIN KJIiO4. AJIbTepHATHBHOE DeIlie-
HUE: TIOJHBI MTPOITYCK CEKPeTa CepBepa M0 YMOJIYAHUIO TPUBEJIET K TOMY, 9TO
Angie Oyner 110 yMOJTYaHUIO OTKJIOHATH TLS-II0K/IF0OUeHUsT K CEPBEPY.
controlle: Cekper ¢ ceprudukarom TLS u wmouom s cepepa HTTPS mo ymos- Her
YaHMIO. 3HAYEeHUEe JIOJKHO COOTBETCTBOBATH CleyiomeMy dopmary: <npo-
cmpancmeo umen>/<ums>. VICIoNb3yercs B KadecTBe AJbTEPHATHBBI yKa3a-
HUIO cepTUdUKATa U KJ0Ya C IOMOIIBIO mapamerpoB controller.default TLS. cert
u controller.default TLS.key.
(5 ) IIpumeuanue
AJlbTepHATHBHOE PEIIeHre: IOJHBIA IPOIYCK CeKpeTa cepBepa 10 yMoJIda-
HUIO TIPUBEJET K TOMY, 4TO Angie Oyjger 10 yMOTYaHUIO OTKJIOHATH TLS-
MTOJIKJIIOYEHUsT K CepBepy.
controlles Ceprucdpukar TLS B kommpoBke base64 g kaxkporo ysma Ingress minum  Her
VirtualServer, y koroporo Bkjtoued TLS, Ho He ykasaH cekper. Eciu mapamerp
He 3ajaH, Angie npepeer Jit00y0 MOMBITKY yCTaHOBUTH T LS-coenuuenue jisi Ta-
Kkux y3y0B Ingress mian VirtualServer.
controlle: Kirou TLS B komupoBke base64 jyist kaxkaoro y3sia Ingress wiam VirtualServer, y  Her
koroporo BkjoueH TLS, o me ykazan cekper. Ecim nmapamerp He 3aman, Angie
pepseT JIoOY o MONBITKY ycraHoBuTh TLS-coemunenne nys takux y3i10B Ingress
wim VirtualServer.
controlle: Cekper ¢ ceprucdukarom TLS wm kimouom s kKaxkiaoro ysia Ingress miam  Her
VirtualServer, y koroporo Briirouen TLS, HO He ykazaH ceKper. SHAUEHUE TOJIK-
HO COOTBETCTBOBATH CJleiyonieMy GopMaTy: <npocmpaHcmeo UMer >/ <uUms>.
HWcmonb3yercs B KadecTBe ajbTePHATUBBI yKA3aHUIO CepTU(UKATA U KIII0Ya ¢ MO~
MOIIBIO TIapameTpoB controller.wildcardTLS.cert u controller.wildcard TLS. key.
controlle: Cejytekrop y3i0B jyist HazHadeHus oo ANIC. {}
controlle: Tlepuon miasHoro 3asepiienus paborsl moga ANIC. 30
controlle: Hdomycku mogos ANIC. [l
controlle: Ilpussizka mogos ANIC. {}
controlle: Orpannuenus: Ha pacupocrpanenue tomosioruu mogos ANIC. {}
controlle; JIoOHATEIbHBIE TIEPEMEHHBIE OKDYYKEHHUsI, KOTOPbIE JIOJKHBI ObITH yCTaHOBJE- ||
ubl Ha nogax ANIC.
controlle: Toma momos ANIC. [l
controlle: Toukn mopxsrogennst Tomos monos ANIC. [l
controller 3uadenne initContainers mst momos ANIC. [l
controlle; JlomonHUTEIbHBIE KOHTEHHEpHl (HAUpuMep, cafiakap) s momoB Ingress ||
Controller.
controlle; Pecypcor nojgos ANIC. requests:
cpu=100m,memory=128]
controlle; Kommgecrso pernk passeproiBanuss ANIC. 1
controlle: Knacc ANIC. losken ObiTh pasBepHyT pecypc IngressClass ¢ mmenem, Toxjie- angie

CTBEHHBIM 3TOMY KJaccy. B nporusnom ciryuae ANIC ne 3amycrurcs. ANIC obpa-
6aThIBaET TOJBKO T€ PECYPCHI, KOTOPBIE MPIHAJIJIEXKAT €0 KJIACCY, T. €. UX PECypC
noJtst "ingressClassName" Toxnecrsen kitaccy. ANIC o6pabaTbiBaeT Bce pecypehbl
VirtualServer, VirtualServerRoute u TransportServer, KoTopble He UMEIOT OIS
"ingressClassName", Bo Bcex Bepcusix Kubernetes.

NPOAO/IXKAETCS Ha CredytoLeli cTpaHuLe

2.1. NMoppepxuBaembie ANCTPUOYTUBDI
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MNapa- Onncaxne Mo
MeTp yMoJI-
YaHuto
controlle: Hobim Ingress 6e3 ykazauuoro moss "ingressClassName" 6yner mpucsoen kinacc, false
yKazaHHBIIA B controller.ingressClass.
controlle: Pa3neseHHBI 3aIIsITHIME CIIMCOK IIPOCTPAHCTE UMEH, 338 PeCypCcaMu KOTOPbIX jJ0J- "
kel ciieautb ANIC. TTo ymosruanuio ANIC orciieskuBaeT Bce IPpOCTPAHCTBA MMEH.
Bzaunmonckrouatontue ¢ controller.watchNamespaceLabel. Obparure BHUMaHUE,
YTO TIPU HACTPONKE HECKOJBKUX MPOCTPAHCTB UMEH C WCIOJH30BAHUEM OIIIH
Helm cli --set cTtpoka momkHa OBITH 3aK/II0YUEHA B JBOWHBIE KABBIUYKH, 8 3a-
IAThIE SKPAHWUPOBAHBI C ITOMOIIBI0 0OpPATHON KOCON WepThbl - HAIpUMEp, --Set
controller.watchNamespace="default,anic”.
controlle: Hacrpausaer B ANIC mpocMOTp TOJILKO IPOCTPAHCTB UMEH ¢ MeTKoii foo=bar. [To  ""
ymosrganuio ANIC orciieskuBaer Bce IpOCTPAHCTBA UMEH. B3anMOUCKIIOYAIOIIasT
¢ controller.watchNamespace HacTpOHKa.
controlle: Pa3zneneHHbINl 3alsITBIMM CIUCOK IIPOCTPAHCTB HMEH, 3a KoTopbiMu Ingress "
Controller mosken cjaennTh B HOUCKaX pecypcoB tuma Secret. Ecmm stor
mapamerp He HacrpoeH, ANIC orciaexmBaer OIHM W Te Ke IIPOCTPAH-
CTBa WMeH B momckax Bcex pecypcoB. Cwm. takxke controller.watchNamespace
u controller.watchNamespaceLabel. O6parure BHUMAaHWE, UYTO NPH HACTPON-
K€ HEeCKOJbKUX IPOCTPAHCTB WMEH C HCHoJb30oBanueM ommuun Helm cli -
-set CTpOKa JIOJDKHA OBITh 3aKJIOYeHa B JIBOHHBIE KABBIYKH, a 3alls-
Thle SKPAHMPOBAHBI C IIOMOIIBI OOPATHON KOCOH YepThl - HampuMmep, --set
controller.watchSecretNamespace="default,angie-ingress".
controlle: BrirrodaeT moib30BaATEIHCKUE PECYPCHI. true
controlle; Brmowaer mepenady maHHBIX 10 nporokoiay TLS ma mopry 443. Tpebyercs false
controller.enable CustomResources.
controlle: Brirrouaer aBrOMaTmyeckoe yipasienue cepruduraramu x509 s pecypco  false
BUPTYaJIbHOIO CepBepa ¢ MOMOINbIO cert-manager (cert-manager.io). TpeGyercs
controller.enableCustomResources.
controlle: Brimoaaer unterparmio ¢ External DNS mis mactpoiiku obmenoctynubix 3amu- — false
ceit DNS y pecypcos VirtualServer ¢ ucrosibzoBannem External DNS. Tpebyercs
controller.enable CustomResources.
controlles Cozmaer  momp3oBaresnbcknit  pecypc  GlobalConfiguration.  Tpebyercs false
controller.enable CustomResources.
controller Cuerudukanus GlobalConfiguration mist onpemesnenus mapamerpos riobanibuoit {1}
kouduryparmun ANIC.
controlle: Britouaer mosb3oBaTesbekue dparMeHThl KoHdurypanun Angie B pecypcax false
Ingress, VirtualServer, VirtualServerRoute u TransportServer.
controller lobasnsier mecrononoxenue " /angie-health" na cepsep no ymosmganuio. Mecro- — false
mojioXkenne orBevdaer KogoMm craryca 200 Ha J000#t 3ampoc. DTO MOJIE3HO IJIst
BHeITHel poBepKu paborocrnocodonoctn ANIC.
controller 3amaer URI mecromosnoxkenus: cocrosinusi paborocrnocobHocTd Ha cepBepe no " /angie-
ymosrganuto. Tpebyercst controller. HealthStatus. health"
controlle: Bxmouaer B Angie API. true
controlle; 3amaer opr, Ha KoTopoM mocryrnen Angie API. 8080
controlle; lobasnsger 6moku IP wmaum CIDR B crnmcok paspemennbix st Angie APL 127.0.0.1,:1
Heckompko IP maun CIDR pasjensiorcs 3amsiThIMu.
controlle: Knacc mpuopurera nmomgos ANIC. Her
controlle: Cozmaer cepBuc jyist npefoctasienus gocryna K mogam ANIC. true
controlle: Tum cepsuca, KoTopblii HeobxoauMo co3aarh mig ANIC. LoadBalancer
controlle: Buenrass monntrka Tpaduka ceppuca. 3uadenne Local coxpansier ucxomunrit IP-  Local
aJipec KJIUeHTa.
controller Aunoranuu cepsuca ANIC. {}
controlle: JKcTpa-MeTKHU CepBUCA. {}

NPOAO/IKAETCSA Ha Clefytolleli CTpaHuLe
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MNapa- Onncaxne Mo

MeTp yMoJI-
YaHuio

controlle: Crarmaeckuii IP-ampec TS 0aJIAaHCHPOBIITNKA, Harpy3KH. g ""

controller.service.type HOJKHO OBITH ycTaHOBJeHO 3HadeHue LoadBalancer.
TTocTaBImuK OOJIAYMHBIX YCJIYT JOIKEH MOIIEPKUBATE ITY (DYHKITUIO.
controlle: Cnucok Buemuux [P-anpecos mys cepsuca ANIC. 0l
controller Muanazonst [P-agpecos (CIDR), KOTOPBIM pa3peleH JOCTyIl K GaJaHCHPOBIH- ||
Ky Harpy3ku. s controller.service.type TOMKHO OBITH YCTAHOBJIEHO 3HAYEHUE
LoadBalancer. TlocTaBImuk 006JaIHBIX YCAYT JOKEH MOAIECPKUBATDL 3Ty (DYyHK-

IHIO.
controlle: NImst cepBuca. Cosma-
ercs
aBTO-
MaTH-
9eCKH
controller CMCOK TIOJB30BATENLCKUX ITIOPTOB, KOTOPBIE OyIyT JOCTYIHBI 4Yepe3 cepBuc ||
ANIC. Crexyer obpranomy cuaTakcucy yaml Kubernetes st mopros ceppuca.
controlle: Brimouaer HTTP-nopr s cepsuca ANIC. true
controlles HTTP-mopt cepsuca ANIC. 80
controlle: Tlosb3oBarensbckuii NodePort ngns HTTP-nopra. Hdmus controller.service.type """
JIOJIZKHO OBITH ycTanoBjeHo 3uadenue NodePort.
controlle: Ileneoe 3nayenne HTTP-tiopra cepsuca ANIC. 80
controlle: Brimouaer nopr HT'TPS nna cepsuca ANIC. true
controlles HTTPS-mopt cepsuca ANIC. 443
controlle: TlompzoBaresnckuit NodePort g HTTPS-nopra. Hdust controller.service.type "
JIOJIZKHO OBITH ycTaHoBjaeHo 3uadenue NodePort.
controlle: Ienesoit mopr HTTPS-nopra cepsuca ANIC. 443
controlle; Aunoraruu ydernoit 3anucu cepsuca ANIC. {}
controlle: Vmsa ydernoit 3anucu cepsuca nojgos ANIC. Ucnonssyercs aius RBAC. Cozma-
ercs
aBTO-
MaTHUu-
YECKH
controller VImst cekpernoro (aiina, comepzkaiero yaerabie qanabe peectpa Docker. Cekper  ""
JIOJTIXKEH HAXOIUTHCS B TOM YK€ MPOCTPAHCTBE UMEH, 9TO U BhIycK Helm.
controlle: Nims serviceMonitor. Cosna-
ercs
aBTO-
MaTH-
YeCKH
controlles Co3maer nosb30BaTeILCKI pecype ServiceMonitor. false

controlle: Merku o6bexkToB Kubernetes jijist npumenenns: Kk 06bekTy serviceMonitor. i

controlle: Habop MeTOK, ITO3BOJIAIOIINX BHIOMPATh KOHEUHBIE TOUYKHU st serviceMonitor.
controlle: CrimCcOK KOHEYHBIX TOYEK, PA3PEIIeHHBIX B cocTaBe 3Toro serviceMonitor.
controlle: Ilobasnisier B moje ajpeca B craryce pecypcoB Ingress BHemnmii agpec Ingress —true
Controller. HyxHo Tak»ke ykKa3aTh HCTOYHHK BHEIIHEIO aJpeca dYepe3 BHEII-
HIOIO CIIyKOy 1epes controller.reportIngressStatus. ExternalService, mubo depes
controller.reportIngressStatus.ingressLink, jmbo depe3 3amnuch external-status-
address B ConfigMap uepes controller.config.entries.

nn

nn

O IIpumeuanne

Suagenne controller.config.entries.external-status-address nmveer mpuopuTeT
HAJT OCTAJbHBIMU.

NPOAOIKAETCS Ha CreaytoLeli cTpaHuue
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MNapa- Onncaxne Mo
MeTp yMoJI-
YaHuio
controlle: YkaspiBaer mms cepBuca ¢ tumoMm LoadBalancer, wepe3 koropsrit Ingress Cozma-
Controller 6yner mocryieH n3BHe. BHemmHUil ajpec cepBrCa UCIOIB3YETCs I eTCs
OTYETOB O COCTOAHMHM pecypcoB Ingress, VirtualServer m VirtualServerRoute. aBto-
Suauenne controller.reportIngressStatus.enable mOKHO OBITH 3aJaHO KaK (rue. MaTH-
SHadyeHNEe 10 YMOJIYAHWIO CO3/AeTCd ABTOMATHIECKA W BKJIIOYAETCS, KOTJA  YEeCKU
controller.service.create nMmeeT 3HaveHue true, a controller.service.type - 3Hade-
uue LoadBalancer.
controlle: YkasbiBaeT uMs pecypca IngressLink, KoTopslii 1peocrasiisier JocTyi K mogam "
ANIC ugepes cucremy BIG-IP. IP-anpec cucremsr BIG-IP ucnosnbsyercst jjist oTde-
TOB 0 cocTosiHIE pecypcoB Ingress, VirtualServer u VirtualServerRoute. 3nauenue
controller.reportIngressStatus.enable mOMXKHO OBITH 38JaHO KaK true.
controlle: Brimogaer BbIOOp Juzepa, 9TOObI u30€KaTh CHUTyallud, KOI/A HECKOJBKO true
PEIUTMK KOHTPOJIJIEPa COODIIAIOT O COCTOSHUU pecypcoB Ingress. 3uadeHue
controller.reportIngressStatus. enable 10MXKHO OBITH 3aJ]aHO KaK true.
controlle: YkaseiBaer mmsi ConfigMap B TOM ke npocTpaHcTBe uMeH, 49To u KoH- Cozma-
TPOJLIEP, KOTOPOE WCIIOJIb3yeTCsi JJisi OJIOKMPOBKW BBIOOpA JiMjepa. JHAYEHUE  eTCs
controller.reportIngressStatus.enableLeaderElection momxaOo ObITh 337aHO KaK  aBTO-
true. MaTHu-
YeCKU
controlle; AuHOTAIMM K KOH(DUTYPAIMOHHON KapTe BLIOOPOB JIUAepa. {}
controlle: Aumoramuu moma ANIC. {}
controlle: Jlomosanrensuble sxcTpa-Merku mist nona ANIC. {}
controlle: Brirogaer KOHEUHYIO TOYKY TOTOBHOCTH "/angie-ready". Koneunas Touka BO3- true
BpAaIlaeT KoJi yCIEITHOTO 3aBepIiennst, ecan Angie 3arpy3ui BCio KOH(MUTYPATHIIO
rocJjie 3aIycKa. DTHUM TaKyKe HaCTPAMBAETCsl IIPOBEPKa I'OTOBHOCTHU JJIsl IOJOB
ANIC, koropast UCIIOIBL3YET KOHEYHYIO TOUYKY TOTOBHOCTH.
controlles HTTP-opT 77151 KOHEYHO# TOYKHA TOTOBHOCTH. 8081
controlles Yucyo cexyny, ¢ 3amycka nmoga ANIC 1o wHUIIMUPOBaHWS TIPOBEPKHA TOTOBHOCTH. O
controlle; Brirogaer cOOp MeTPHK 3aJI€PXKKHU JJIsI alCTPpUMOB. 1pebyercs prometheus. false
create.
controller 3ajaeT MUHMMAJIbHOE KOJIMIECTBO CEKYH/I, B T€YeHIe KOTOPBIX BHOBb CO3JaHHbIN 0
IIOJT, IOJI?KEH MIPUNUTHU B TOTOBOE COCTOsiHME 6e3 cO0st KAKOro-ub0 U3 KOHTEHHEPOB,
9TOOBI CYUTATHCS JIOCTYITHBIM; JOKYMEHTAIIMIO CM. 371eCh.
controlle: Britouaer HorizontalPodAutoscaling. false
controller Aunoranuun HorizontalPod Autoscaler myst ANIC. {}
controlle: MuanmasibHOE uncio periuk jjst HPA. 1
controlle: Makcumasbaoe dnciio periuk s HPA. 3
controlle: Ienesoit mponent 3arpy3ku [1I1. 50
controlle: 1leyleBoit IPOIEHT MCIOJIH30BAHUST TAMSATH. 50
controlle: Brmowtaer PodDisruptionBudget. false
controlle: Aunoraruu K 6romkery c6oes moma ANIC. {}
controlle: Komagecrso momos ANIC, KoTopble IOJKHBI OBITH TOCTYIHBL. B3anMouckioda- 0
omasa ¢ maxUnavailable™ macTpoiika.
controlles Kommgecrso momos ANIC, koTopbie MoryT ObITH HemOCTYIHBL. B3ammonckimoua- 0
omad ¢ minAvailable HacTpoiika.
controller 3amaeT CTPATErNIO 3aMEHBI CTAPBIX MOJOB HOBbIME. JIOKyMeHTamus mo crparernn  { }
()6H()B.JICHM§I Pa3BEePThIBaAHUA U CTPpATETrnn 06HOBJICHI/IH H‘(L()Op?l JEeMOHOB
controlle: B siBHOIt dopme oTkitouaer npociaynmBarean IPV6 nys y3ioB, kotopseie He mon- false
nepxkuBaior crek IPV6.
controlle: HacTtpanBaeT KOpHEBYIO (HaMIOBYIO CACTEMY KaK JTOCTYITHYIO TOJIBKO JJIsd uTeHnss false
7 100ABJISIET TOMA, JIJIsl BPEMEHHBIX JTAHHBIX.
rbac.crea HacrpauBaer RBAC. true
promethe Ilybsukyer merpuku Angie B dpopmare Prometheus. true

NPOAOKAETCS Ha Creaytoleli cTpaHuue
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MNapa- Onncaxne Mo
MeTp ymon-
YaHuto
promethe HacTrpamBaeT mopr Jjis MOIy9YeHUST METPUK. 9113
promethe Hacrpamsaer cxemy HTTP, ucionssyemyio [rst moikiiogennii K KOHEYHOM TOYKe http

Prometheus.

promethe IlpocrpancrBo mmen wian umsi TLS-cexkpera Kubernetes. Eciu cekper ykasas,
OH WCIIOJIh3YeTCs JIJIs 3aIlUThl KOHEYHOU TouKu Prometheus ¢ momompio TLS-
COEIUHEHU.

nn

2.1.2 VYcTaHoBKa C NOMOLULLIO MaHudecTos

MpeaBaputensHbie TpeboBaHus

Heobxomum moctyn k Docker-obpasy B Hattem pernosuTopuu:

[a.nic .docker.angie.software/

it Tekymeit Bepcuu JIOCTYIIHBI CJIEIYOIIne 00pa3bL:

anic.docker.angie.software/anic:0.6.0-alpine
anic.docker.angie.software/anic:0.6.0-debian
anic.docker.angie.software/anic:0.6.0-altlinux

3a moctymom obpamaiitecs Ha infoQwbsrv.ru.

Hacrtpoiika RBAC

1. CospmaiiTe mpoCcTpaHCTBO UMEH U CepBUCHBIN akkayHT st ANIC:

r$ kubectl apply -f - <<EOF
apiVersion: vl
kind: Namespace
metadata:
name: angie-ingress
apiVersion: vl
kind: ServiceAccount
metadata:
name: angie-ingress
namespace: angie-ingress
EOF

L

2. Cospnaiite ClusterRole u ClusterRoleBinding:

2.1. NMoppepxuBaembie ANCTPUOYTUBDI
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Mpumep

($ kubectl apply -f - <<EOF
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: angie-ingress
rules:
- apiGroups:
- discovery.k8s.io
resources:
- endpointslices
verbs:
- get
- list
- watch
- apiGroups:
_ nun
resources:
- services
verbs:
- get
- list
- watch
- apiGroups:
nn
resources:
- secrets
verbs:
- get
- list
- watch
- apiGroups:
_ un
resources:
- configmaps
verbs:
- get
- list
- watch
- update
- create
- apiGroups:
_ un
resources:
- pods
verbs:
- get
- list
- watch
- update
- apiGroups:
nn
resources:
- namespaces
verbs:
- get
- list

2.1. NMoppepxuBaembie ANCTPUOYTUBDI
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- watch
- apiGroups:
nn
resources:
- events
verbs:
- create
- patch
- list
- apiGroups:
- coordination.k8s.io
resources:
- leases
verbs:
- get
- list
- watch
- update
- create
- apiGroups:
- networking.k8s.io
resources:
- ingresses
verbs:
- list
- watch
- get
- apiGroups:
- networking.k8s.io
resources:
- ingresses/status
verbs:
- update
- apiGroups:
- k8s.angie.software
resources:
- virtualservers
- virtualserverroutes
- globalconfigurations
- transportservers
- policies
verbs:
- list
- watch
- get
- apiGroups:
- k8s.angie.software
resources:
- virtualservers/status
- virtualserverroutes/status
- policies/status
- transportservers/status
- dnsendpoints/status
verbs:
- update
- apiGroups:
- networking.k8s.io

2.1. NMoppepxuBaembie ANCTPUOYTUBDI 13
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resources:
- ingressclasses
verbs:

- get

- apiGroups:

- cis.f5.com
resources:

- ingresslinks
verbs:

- list

- watch

- get

- apiGroups:

- cert-manager.io
resources:

- certificates
verbs:

- list

- watch

- get

- update

- create

- delete

- apiGroups:

- externaldns.angie.software
resources:

- dnsendpoints
verbs:

- list

- watch

- get

- update

- create

- delete

- apiGroups:

- externaldns.angie.software
resources:

- dnsendpoints/status

verbs:

- update

kind: ClusterRoleBinding

apiVersion: rbac.authorization.k8s.io/v1

metadata:
name: angie-ingress

subjects:

- kind: ServiceAccount
name: angie-ingress
namespace: angie-ingress

roleRef:
kind: ClusterRole
name: angie-ingress
apiGroup: rbac.authorization.k8s.io

EOF

2.1. NMoppepxuBaembie ANCTPUOYTUBDI
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Co3paHue pecypcos

3. Hobasbre TLS-ceprudukar B HACTPOUKH:

$ kubectl apply -f - <<EOF

apiVersion: vl

kind: Secret
metadata:

name: default-server-secret

namespace: angie-ingress

type: kubernetes.io/tls

data:

tls.crt: Place TLS Certificate here in base64 format
tls.key: Place TLS Key here in base64 format
EQF

. J

4. obasbre ConfigMap ¢ HacTpoiikamu mas Angie PRO:

$ kubectl apply -f - <<EOF
kind: ConfigMap
apiVersion: vl

metadata:

name: angie-config
namespace: angie-ingress
data:

EQOF

5. Cozpnaiite IngressClass:

($ kubectl apply -f - <<EQF
apiVersion: networking.k8s.io/v1l
kind: IngressClass
metadata:

name: angie

spec:

controller: angie/ingress-controller
EOF

. J

6. CozmaiiTe moab3oBaTenbckue pecypcbl VirtualServer, VirtualServerRoute, TransportServer
u Policy:

Mpumep Virtual Server

($ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: virtualservers.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: VirtualServer
listKind: VirtualServerList
plural: virtualservers
shortNames:

2.1. NMoppepxuBaembie oNCTPUOYTUBDI 15
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- Vs
singular: virtualserver
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the VirtualServer. If the resource has a
—valid status, it means it has been validated and accepted by ANIC.

jsonPath: .status.state
name: State
type: string

- JjsonPath: .spec.host
name: Host
type: string

- jsonPath: .status.externalEndpoints[*].ip
name: IP
type: string

- jsonPath: .status.externalEndpoints[*].hostname
name: ExternalHostname
priority: 1
type: string

- jsonPath: .status.externalEndpoints[*].ports
name: Ports
type: string

- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vl
schema:
openAPIV3Schema:

description: VirtualServer defines the VirtualServer resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: VirtualServerSpec is the spec of the VirtualServer
—resource.
type: object
properties:
dos:
type: string
externalDNS:
description: ExternalDNS defines externaldns sub-resource of a

2.1. NMoppepxuBaembie ANCTPUOYTUBDI 16
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—virtual server.
type: object
properties:
enable:
type: boolean
labels:
description: Labels stores labels defined for the Endpoint
type: object
additionalProperties:
type: string
providerSpecific:
description: ProviderSpecific stores provider specific
—config
type: array
items:
description: ProviderSpecificProperty defines specific
—property for using with ExternalDNS sub-resource.
type: object
properties:
name:
description: Name of the property
type: string
value:
description: Value of the property
type: string
recordTTL:
description: TTL for the record
type: integer
format: int64
recordType:
type: string
host:
type: string
http-snippets:
type: string
ingressClassName:
type: string
policies:
type: array
items:
description: PolicyReference references a policy by name and
—an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
routes:
type: array
items:
description: Route defines a route.
type: object
properties:
action:
description: Action defines an action.
type: object

2.1. NMoppepxuBaembie ANCTPUOYTUBDI 17
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properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines the,
—request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines the,
—response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an HTTP,
—Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string

2.1. NMoppepxuBaembie ANCTPUOYTUBDI
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upstream:
type: string
redirect:
description: ActionRedirect defines a redirect in an,
—Action.
type: object
properties:
code:
type: integer
url:
type: string
return:
description: ActionReturn defines a return in an
—Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
dos:
type: string
errorPages:
type: array
items:

description: ErrorPage defines an ErrorPage in a Route.
type: object
properties:
codes:
type: array
items:
type: integer
redirect:
description: ErrorPageRedirect defines a redirect
—for an ErrorPage.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ErrorPageReturn defines a return for
—an ErrorPage.
type: object
properties:
body:
type: string
code:
type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object

2.1. NMoppepxuBaembie ANCTPUOYTUBDI 19
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properties:
name:
type: string
value:
type: string
type:
type: string
location-snippets:
type: string
matches:
type: array
items:
description: Match defines a match.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an,
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP
—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
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—in an Action.

—an Action.

—MatchRule.

type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect

type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return iny

type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
conditions:
type: array
items:
description: Condition defines a condition in a

type: object
properties:
argument:
type: string
cookie:
type: string
header:
type: string
value:
type: string
variable:
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type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy,
—1in an Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders,,
—defines the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an
—HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders,
—defines the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines,
—an HTTP Header with an optional Always field to use with the add_header

—directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
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items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a
—redirect in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a
—return in an Action.
type: object

properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
path:
type: string
policies:
type: array
items:

description: PolicyReference references a policy by,
—name and an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
route:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
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action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in any
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:

description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
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items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect,
—in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
server-snippets:
type: string
tls:
description: TLS defines TLS configuration for a VirtualServer.
type: object
properties:
cert-manager:
description: CertManager defines a cert manager config for,
—a TLS.
type: object
properties:
cluster-issuer:
type: string
common-name :
type: string
duration:
type: string
issuer:
type: string
issuer-group:
type: string
issuer-kind:
type: string
renew-before:
type: string
usages:
type: string
redirect:
description: TLSRedirect defines a redirect for a TLS.
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type: object

properties:
basedOn:
type: string
code:
type: integer
enable:
type: boolean
secret:
type: string
upstreams:
type: array

items:
description: Upstream defines an upstream.
type: object
properties:
buffer-size:
type: string
buffering:
type: boolean
buffers:
description: UpstreamBuffers defines Buffer,
—Configuration for an Upstream.
type: object
properties:
number:
type: integer
size:
type: string
client-max-body-size:
type: string
connect-timeout:
type: string
fail-timeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for
—active Upstream HealthChecks.
type: object
properties:
connect-timeout:
type: string

enable:
type: boolean
fails:
type: integer
grpcService:
type: string
grpcStatus:
type: integer
headers:
type: array
items:

description: Header defines an HTTP Header.
type: object
properties:

name:
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—for an Upstream.

—for an Upstream.

type: string
value:
type: string
interval:
type: string
jitter:
type: string
keepalive-time:
type: string

mandatory:
type: boolean
passes:
type: integer
path:
type: string
persistent:
type: boolean
port:

type: integer
read-timeout:

type: string
send-timeout:

type: string

statusMatch:
type: string
tls:

description: UpstreamTLS defines a TLS configuration

type: object
properties:
enable:
type: boolean

keepalive:

type: integer
1b-method:

type: string
max-conns:

type: integer
max-fails:

type: integer
name:

type: string
next-upstream:

type: string
next-upstream-timeout:

type: string
next-upstream-tries:

type: integer

ntlm:

type: boolean
port:

type: integer
queue:

description: UpstreamQueue defines Queue Configuration

type: object
properties:
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size:
type: integer
timeout:
type: string
read-timeout:
type: string
send-timeout:
type: string
service:
type: string
sessionCookie:
description: SessionCookie defines the parameters for,
—session persistence.
type: object
properties:
domain:
type: string
enable:
type: boolean
expires:
type: string
httpOnly:
type: boolean
name:
type: string
path:
type: string
secure:
type: boolean
slow-start:
type: string
subselector:
type: object
additionalProperties:
type: string
tls:
description: UpstreamTLS defines a TLS configuration for
—an Upstream.
type: object
properties:
enable:
type: boolean
type:
type: string
use-cluster-ip:
type: boolean
status:
description: VirtualServerStatus defines the status for the
—VirtualServer resource.
type: object
properties:
externalEndpoints:
type: array
items:
description: ExternalEndpoint defines the IP/ Hostname and,,
—ports used to connect to this resource.
type: object
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properties:
hostname:
type: string
ip:
type: string
ports:
type: string
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
EOF

Mpumep VirtualServerRoute

$ kubectl apply -f - <<EOF

apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: virtualserverroutes.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: VirtualServerRoute
listKind: VirtualServerRoutelList
plural: virtualserverroutes
shortNames:
- VST
singular: virtualserverroute
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the VirtualServerRoute. If the resource
—has a valid status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .spec.host
name: Host
type: string
- jsonPath: .status.externalEndpoints[*].ip
name: IP
type: string
- jsonPath: .status.externalEndpoints[*].hostname
name: ExternalHostname
priority: 1
type: string
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- jsonPath: .status.externalEndpoints[*].ports
name: Ports
type: string

- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vl
schema:
openAPIV3Schema:

description: VirtualServerRoute defines the VirtualServerRoute,
—resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: VirtualServerRouteSpec is the spec of thej
—VirtualServerRoute resource.
type: object
properties:
host:
type: string
ingressClassName:
type: string
subroutes:
type: array
items:
description: Route defines a route.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines the;
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—request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines the,
—response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an HTTP,,
—Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect in an
—Action.
type: object
properties:
code:
type: integer
url:
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type: string
return:
description: ActionReturn defines a return in an

—Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
dos:
type: string
errorPages:
type: array
items:

description: ErrorPage defines an ErrorPage in a Route.
type: object
properties:
codes:
type: array
items:
type: integer
redirect:
description: ErrorPageRedirect defines a redirect,
—~for an ErrorPage.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ErrorPageReturn defines a return for
—an ErrorPage.
type: object
properties:
body:
type: string
code:
type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
type:
type: string
location-snippets:
type: string
matches:
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type: array
items:
description: Match defines a match.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in ang
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:

description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object

properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
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type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect
—in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
conditions:
type: array
items:
description: Condition defines a condition in a
—MatchRule.
type: object
properties:
argument :
type: string
cookie:
type: string
header:
type: string
value:
type: string
variable:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
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properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy,
—in an Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders,
—defines the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an
—HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders,
—defines the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines,
—an HTTP Header with an optional Always field to use with the add_header,
—directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string

ignore:
type: array
items:
type: string
pass:
type: array
items:

type: string
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rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a
—redirect in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a
—return in an Action.
type: object

properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
path:
type: string
policies:
type: array
items:

description: PolicyReference references a policy by
—name and an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
route:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an
—Action.
type: object
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properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:

description: ProxyResponseHeaders defines
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect
—in an Action.
type: object

2.1. NMoppepxuBaembie ANCTPUOYTUBDI

37




12850

PykoBogcteo no ycraHoske, sepcus 0.6.0

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
upstreams:
type: array
items:
description: Upstream defines an upstream.
type: object
properties:
buffer-size:
type: string
buffering:
type: boolean
buffers:
description: UpstreamBuffers defines Buffer,
—Configuration for an Upstream.
type: object
properties:
number:
type: integer
size:
type: string
client-max-body-size:
type: string
connect-timeout:
type: string
fail-timeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for
—active Upstream HealthChecks.
type: object
properties:
connect-timeout:
type: string

enable:

type: boolean
fails:

type: integer
grpcService:

type: string
grpcStatus:

2.1. NMoppepxuBaembie ANCTPUOYTUBDI 38




12850

PykoBogcteo no ycraHoske, sepcus 0.6.0

—for an Upstream.

type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
interval:
type: string
Jjitter:
type: string
keepalive-time:
type: string

mandatory:
type: boolean
passes:
type: integer
path:
type: string
persistent:
type: boolean
port:

type: integer
read-timeout:

type: string
send-timeout:

type: string

statusMatch:
type: string
tls:

description: UpstreamTLS defines a TLS configuration,

type: object
properties:
enable:
type: boolean
keepalive:
type: integer
1b-method:
type: string
max-conns:
type: integer

max-fails:
type: integer
name:

type: string
next-upstream:
type: string
next-upstream-timeout:
type: string
next-upstream-tries:
type: integer
ntlm:

2.1. NMoppepxuBaembie ANCTPUOYTUBDI 39




12850

PykoBogcteo no ycraHoske, sepcus 0.6.0

type: boolean
port:
type: integer
queue:
description: UpstreamQueue defines Queue Configuration
—for an Upstream.
type: object
properties:
size:
type: integer
timeout:
type: string
read-timeout:
type: string
send-timeout:
type: string
service:
type: string
sessionCookie:
description: SessionCookie defines the parameters for,
—.session persistence.
type: object
properties:
domain:
type: string
enable:
type: boolean
expires:
type: string
httpOnly:
type: boolean
name:
type: string
path:
type: string
secure:
type: boolean
slow-start:
type: string
subselector:
type: object
additionalProperties:
type: string
B3
description: UpstreamTLS defines a TLS configuration for
—an Upstream.
type: object
properties:
enable:
type: boolean
type:
type: string
use-cluster-ip:
type: boolean
status:
description: VirtualServerRouteStatus defines the status for the
—VirtualServerRoute resource.
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type: object
properties:
externalEndpoints:
type: array
items:
description: ExternalEndpoint defines the IP/ Hostname and,,
—ports used to connect to this resource.
type: object
properties:
hostname:
type: string
ip:
type: string
ports:
type: string
message:
type: string
reason:
type: string
referencedBy:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
EOF

Mpumep TransportServer

$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: transportservers.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: TransportServer
listKind: TransportServerList
plural: transportservers
shortNames:
- ts
singular: transportserver
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the TransportServer. If the resource has
—a valid status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
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- jsonPath: .status.reason
name: Reason
type: string
- jsonPath: .metadata.creationTimestamp
name: Age
type: date
name: vlalphal
schema:
openAPIV3Schema:
description: TransportServer defines the TransportServer resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to the,
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: TransportServerSpec is the spec of the
—TransportServer resource.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
host:
type: string
ingressClassName:
type: string
listener:
description: TransportServerListener defines a listener for a
—TransportServer.
type: object
properties:
name:
type: string
protocol:
type: string
serverSnippets:
type: string
sessionParameters:
description: SessionParameters defines session parameters.
type: object
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properties:
timeout:
type: string
streamSnippets:
type: string
tls:
description: TLS defines TLS configuration for a
—TransportServer.
type: object
properties:
secret:
type: string
upstreamParameters:
description: UpstreamParameters defines parameters for ang
—upstream.
type: object
properties:
connectTimeout:
type: string
nextUpstream:
type: boolean
nextUpstreamTimeout:
type: string
nextUpstreamTries:
type: integer
udpRequests:
type: integer
udpResponses:
type: integer
upstreams:
type: array
items:
description: Upstream defines an upstream.
type: object
properties:
failTimeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for
—active Upstream HealthChecks.
type: object
properties:
enable:
type: boolean
fails:
type: integer
interval:
type: string
jitter:
type: string
match:
description: Match defines the parameters of a,
—custom health check.
type: object
properties:
expect:
type: string
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send:
type: string
passes:
type: integer
port:
type: integer
timeout:
type: string
loadBalancingMethod:
type: string
maxConns:
type: integer
maxFails:
type: integer
name:
type: string
port:
type: integer
service:
type: string
status:
description: TransportServerStatus defines the status for the
—TransportServer resource.
type: object
properties:
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
EQF

Mpumep Policy

($ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: policies.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: Policy
listKind: PolicyList
plural: policies
shortNames:
- pol
singular: policy
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scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the Policy. If the resource has a valid
—status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vl
schema:
openAPIV3Schema:

description: Policy defines a Policy for VirtualServer and,
—VirtualServerRoute resources.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: PolicySpec is the spec of the Policy resource. The
—spec includes multiple fields, where each field represents a different policy..
—0Only one policy (field) is allowed.
type: object
properties:
accessControl:
description: AccessControl defines an access policy based on
—the source IP of a request.
type: object
properties:
allow:
type: array
items:
type: string
deny:
type: array
items:
type: string
basicAuth:
description: 'BasicAuth holds HTTP Basic authentication
—configuration policy status: preview'
type: object
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properties:
realm:
type: string
secret:
type: string
egressMTLS:
description: EgressMTLS defines an Egress MTLS policy.
type: object
properties:
ciphers:
type: string
protocols:
type: string
serverName:
type: boolean
sessionReuse:
type: boolean
sslName:
type: string
tlsSecret:
type: string
trustedCertSecret:
type: string
verifyDepth:
type: integer
verifyServer:
type: boolean
ingressClassName:
type: string
ingressMTLS:
description: IngressMTLS defines an Ingress MTLS policy.
type: object
properties:
clientCertSecret:
type: string
crlFileName:
type: string
verifyClient:
type: string
verifyDepth:
type: integer
jwt:
description: JWT holds JWT authentication configuration.
realm: string
secret: string
token: string
oidc:
description: OIDC defines an Open ID Connect policy.
type: object
properties:
clientID:
type: string
clientSecret:
type: string
authEndpoint:
type: string
jwksURI:
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type: string

tokenEndpoint:
type: string
scope:
type: string
accessTokenEnable:
type: boolean
rateLimit:

description: RatelLimit defines a rate limit policy.
type: object

properties:

burst:

type: integer
delay:

type: integer
dryRun:

type: boolean
key:

type: string
logLevel:

type: string
noDelay:

type: boolean
rate:

type: string
rejectCode:

type: integer
zoneSize:

type: string
status:
description: PolicyStatus is the status of the policy resource
type: object
properties:
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
- name: vlalphal
schema:
openAPIV3Schema:
description: Policy defines a Policy for VirtualServer and,
—VirtualServerRoute resources.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to they
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
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kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the,
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io0/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: PolicySpec is the spec of the Policy resource. The
—spec includes multiple fields, where each field represents a different policy.
—0Only one policy (field) is allowed.
type: object
properties:
accessControl:
description: AccessControl defines an access policy based on
—the source IP of a request.
type: object
properties:
allow:
type: array
items:
type: string
deny:
type: array
items:
type: string
egressMTLS:
description: EgressMTLS defines an Egress MTLS policy.
type: object
properties:
ciphers:
type: string
protocols:
type: string
serverName:
type: boolean
sessionReuse:
type: boolean
sslName:
type: string
tlsSecret:
type: string
trustedCertSecret:
type: string
verifyDepth:
type: integer
verifyServer:
type: boolean
ingressMTLS:
description: IngressMTLS defines an Ingress MTLS policy.
type: object
properties:
clientCertSecret:
type: string
verifyClient:
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type: string
verifyDepth:
type: integer
jwt:
description: JWT holds JWT authentication configuration.
realm: string
secret: string
token: string
rateLimit:
description: RatelLimit defines a rate limit policy.
type: object

properties:

burst:

type: integer
delay:

type: integer
dryRun:

type: boolean
key:

type: string
logLevel:

type: string
noDelay:

type: boolean
rate:

type: string
rejectCode:

type: integer
zoneSize:

type: string
served: true
storage: false
EQF

7. Ecim myx)Ho ucnosb3oBarh b6amancupoBimuk Harpys3ku st TCP- u UDP-coequnennii, mobasbre
GlobalConfiguration:

Mpumep

($ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: globalconfigurations.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: GlobalConfiguration
listKind: GlobalConfigurationList
plural: globalconfigurations
shortNames:
- gc
singular: globalconfiguration
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scope: Namespaced
versions:
- name: vlalphal
schema:
openAPIV3Schema:
description: GlobalConfiguration defines the GlobalConfiguration,
—resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: GlobalConfigurationSpec is the spec of thej
—GlobalConfiguration resource.
type: object
properties:
listeners:
type: array
items:
description: Listener defines a listener.
type: object
properties:
name:
type: string
port:
type: integer
protocol:
type: string
served: true
storage: true
EOF

.
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Pa

3septbiBaHue ANIC

8. Ilomumep:xuBarorcs aABa BapuaHTa ucrnoiab3opannsa ANIC:

e Deployment: MCHOJB3yTE STOT THUI PA3BEPTLIBAHMS, €CJIM ILJIAHUPYETE JTUHAMUYECKHA W3MEHSATD
kosimaecTBO peruk ANIC.

Mpumep Deployment

r$ kubectl apply -f - <<EOF
apiVersion: apps/vl
kind: Deployment
metadata:
name: angie-ingress
namespace: angie-ingress
spec:
replicas: 1
selector:
matchLabels:
app: angie-ingress
template:
metadata:
labels:
app: angie-ingress
app.kubernetes.io/name: angie-ingress
#annotations:
#prometheus. 10/scrape: "true"
#prometheus. 1o/port: "9113"
#prometheus. to/scheme: htip
spec:
serviceAccountName: angie-ingress
automountServiceAccountToken: true
securityContext:
seccompProfile:
type: RuntimeDefault
# fsGroup: 101 #angie
sysctls:
- name: "net.ipv4.ip_unprivileged_port_start"
value: "O"
volumes:
- nmame: angie-etc
emptyDir: {}
- nmame: angie-cache
emptyDir: {}
- name: angie-1l1b
emptyDir: {}
- name: angie-log
emptyDir: {}
containers:

FHOoFH R R R W™ W™ " W

- image: docker.angie.software/angie-ingress:latest
imagePullPolicy: IfNotPresent
name: angie-ingress
ports:
- name: http
containerPort: 80
- name: https
containerPort: 443
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.
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- name: readiness-port
containerPort: 8081
- name: prometheus
containerPort: 9113
readinessProbe:
httpGet:
path: /angie-ready
port: readiness-port
periodSeconds: 1

resources:
requests:
cpu: "100m"
memory: "128Mi"
#limits
# cpu: "1"
# memory: "1Gi"
securityContext:

allowPrivilegeEscalation: false

runAsUser: 101 #angie

runAsNonRoot: true

capabilities:

drop:
- ALL
volumelounts:
- mountPath: /etc/angie
name: angie-etc
- mountPath: /var/cache/angie
name: angie-cache
- mountPath: /var/lib/angie
name: angie-1ib
- mountPath: /var/log/angie
name: angie-log
env:
- name: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
args:

- -angie-configmaps=$(POD_NAMESPACE) /angie-config
#- -default-server-tls-secret=$(POD_NAMESPACE)/default-server-secret
#- -include-year
#- -enable-cert-manager
#- -enable-external-dns
#- -v=3 # Enables extensive logging. Useful for troubleshooting.
#- -report-ingress-status
#- -external-service=angie-ingress
#- -enable-prometheus-metrics
#- -global-configuration=§ (POD_NAMESPACE)/angie-configuration

J

e DaemonSet: ucnoJib3yiiTe 9TOT TUI, ecju ianupyere passeprhiBarh ANIC Ha KaxkI0M y3Je Kia-
cTepa WA MOJMHOXKECTBE Y3JI0B.
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Mpumep DaemonSet

($ kubectl apply -f - <<EOF
apiVersion: apps/vl
kind: DaemonSet
metadata:

name: angie-ingress

namespace: angie-ingress
spec:

selector:

matchlLabels:

app: angie-ingress

template:
metadata:

labels:
app: angie-ingress
app.kubernetes.io/name: angie-ingress

spec:

serviceAccountName: angie-ingress

automountServiceAccountToken: true

securityContext:
seccompProfile:
type: RuntimeDefault
sysctls:
- name: "net.ipv4.ip_unprivileged_port_start"
value: "0"

containers:

- image: docker.angie.software/angie-ingress:latest
imagePullPolicy: IfNotPresent
name: angie-ingress
ports:

- name: http
containerPort: 80
hostPort: 80

- name: https
containerPort: 443
hostPort: 443

- name: readiness-port
containerPort: 8081

- name: prometheus
containerPort: 9113

readinessProbe:
httpGet:
path: /angie-ready
port: readiness-port
periodSeconds: 1
resources:
requests:
cpu: "100m"
memory: "128Mi"
env:

- name: POD_NAMESPACE

valueFrom:
fieldRef:
fieldPath: metadata.namespace

- name: POD_NAME
valueFrom:

fieldRef:
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fieldPath: metadata.name
args:
- -angie-configmaps=$(POD_NAMESPACE)/angie-config
#- -default-server-tls-secret=§(POD_NAMESPACE)/default-server-secret
#- -include-year
#- -v=3 # Enables extensive logging. Useful for troubleshooting.
#- -report-ingress-status
#- -external-service=angie-ingress
#- -enable-prometheus-metrics
#- -global-configuration=§(POD_NAMESPACE)/angie-configuration

EOF
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FABA 3

AprymeHTbl KOMaHAHOW| CTPOKU

ANIC nognepuBaet psiji apryMeHTOB KOMaHIHOW cTpoku. Crocod yKazaHust ITUX ApryMEHTOB 3aBUCUT
oT Toro, Kak Bbl ycranasiausaere ANIC:

e Ecim Bbl ucnosnb3yere manugecmo, Kubernetes (Deployment mam DaemonSet) miust ycranoBku
ANIC, usmenuTe 311 MaHUQPECTHI COOTBETCTBYIOIUM 00Pa30M, YTOOBI 33/1aTh apI'yMEHTHI KOMAH/I-
HO# cTpoku. CM. JIOKYMEHTAINIO 110 YCTAHOBKE C MaHUDECTaMM.

e Ecyu Bol ucnosibdyere Helm miist ycranosku ANIC, usmennre mapamerpsl juarpammbl Helm, co-

OTBETCTBYIOIIUE apryMeHTaM KOMaHIHO#M cTpoku. CM. IMOKYMEHTAIUIO IO YCIMAHOEKE € TOMOULLIO
Helm.

Huxe B a.H(baBI/ITHOM TOpAAKEe TePEINCJIEHBI JOCTYIIHBIE apTyMEHTbI KOIVIaH,HHOfI CTPOKH:

3.1 -angie-configmaps <ctpoka>
Pecypc ConfigMap s nacrpoiiku kouduryparuu Angie. Eciim ConfigMap 3aman, no ANIC me moxer

nosryunthb ero u3 API Kubernetes, to ANIC ne 3amycrurcs.

PopmaT: <IPOCTPAHCTBO HMEH>/<HMA>

3.2 -angie-debug

Brutrouaer ornajky mist Angie. Vcnosb3yer 6unapauk angie-debug. Tpebyercs 'error-log-level: debug' B
ConfigMap.
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3.3 -angie-reload-timeout <znavyenue>
Bpewmst oxxuianus B MILInceKyHiax, B redenne koroporo ANIC Gyer 0xKuiaTh yCIenttoii mepesarpysku

Angie mociie m3ameHeHns: KOH(MUyPAIUU WX [P HAYAJIHLHOM 3aILyCKe.

Buagenne 1o ymosraanuio - 60000.

3.4 -angie-status

Bkmougaer Angie stub_status.

Ilo ymomaanuio true.

3.5 -angie-status-allow-cidrs <cTpoxa>

Hobasasier 6ok IP/CIDR B cuncok paspemmenuii jist Angie stub _status.

Heckomnpko IP win CIDR pasnesnsiiorest 3anstbivu. (ITo ymosrganmio 127.0.0.1,::1)

3.6 -angie-status-port <int>

3asaeT mopT, Ha KOTOpOoM soctyiieH Angie stub _ status.

@opmar: [1024 - 65535] (o ymosrganuoo 8080)

3.7 -angie-status-prometheus <bool>

Brmrowaer win orkiodaer Beimady crarucruku Angie B hopmare Prometheus.

Dopmar: false wim true (0 yMOIYAHUIO true)

3.8 -angie-status-prometheus-allow-cidrs

Hobasasier 6oku IP/CIDR B cincok paspemennii qyist craructukn Angie B hopmare Prometheus.

Heckosbko IP unun CIDR paspensiores 3angarbivu. (Ilo ymosaganuio 127.0.0.1,::1)

3.9 -angie-status-prometheus-path <cTpoxa>

TlosBossteT MeHATH Iy Th I IyOuKauu craructuku Angie B popmare Prometheus.

IIo ymomuanuio ucrons3yercs /p8s.

3.3. -angie-reload-timeout <zzauenue> 56


https://angie.software/configuration/modules/http_prometheus/
https://angie.software/configuration/modules/http_prometheus/
https://angie.software/configuration/modules/http_prometheus/

12850

PykoBogcteo no ycraHoske, sepcus 0.6.0

3.10 -angie-status-prometheus-port <int>

3ajiaer 1opT, Ha KOTOPOM JIOCTYIIHA craTucTuka Angie B ¢popmare Prometheus.

@opmar: [1024 - 65535] (10 ymosnganuoo 8083)

3.11 -default-server-tls-secret <cTpoxa>

Cexkper ¢ ceprudpurarom TLS u kmoaom mrst TLS-repMmuHIpOoBaHus Ha cepBepe MO YMOJTIAHUIO.

o Eciu 3navenue me 3a7aHO, UCIONB3YIOTCA cepTUMUKAT U KJod B dailne /etc/angie/secrets/
default.

e FEcmu /etc/angie/secrets/default me cymecrsyer, ANIC macrpour B Angie orknonenne TLS-
ITOJIKJTIOYEHNI K CEpBEpPY MO YMOJIIAHUIO.

e Ecymm cekper ycranossied, Ho ANIC me moxker nmosryants ero u3 API Kubernetes, i ke e ycra-
nossier, 1 ANIC ne ynaercs npountarh daitn /etc/angie/secrets/default, To ANIC ne 3amy-
CTUTCS.

QopMmaTr: <IpOCTPaHCTBO HMEH>/<uMs>

3.12 -disable-ipv6

fBHO orTkIOUaeT npocaytuBaTesn [PV6 mis y3mos, koTopble He oiepKuBaiorT crek [PV6.

Tlo ymomuanuio false.

3.13 -enable-cert-manager
Bkirouaer aBromarunyeckoe yipasienue ceprudpukaramu x509 st pecypco VirtualServer ¢ momorinbio

cert-manager (cert-manager.io).

Tpebyer -enable-custom-resources.

3.14 -enable-custom-resources

Bkirouaer mop30BaTesbCKIE PECYPCHIL.

Ilo ymosmaanuio true.

3.15 -enable-external-dns

Bkirouaer waTerpanuto ¢ External DNS st Hacrpoiiku obmemoctymnabix 3amuceii DNS y pecypcos
VirtualServer ¢ ucnonbzoBanmem External DNS.

Tpedyer mamuaus -enable-custom-resources.
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3.16 -enable-jwt

Bxiouyaer dyuknuo ayrentudukarun JWT B pecypcax Policy.

IIo ymomuanmio false.

3.17 -enable-leader-election

TlozBosster BBIOMpATH JMIepa, ITOOBI M30EKATH CUTYAI[MH, KOIJa HECKOJBKO PEIUINK KOHTPOJLIEPA CO-
obmmaroT o craryce pecypcoB Ingress, VirtualServer u VirtualServerRoute; coobmars o craryce Oyjer
TOJILKO OJiHA perumka. [lo ymoadanuio true.

Cwm. daiar -report-ingress-status.

3.18 -enable-oidc

Brmouaer dyukiuio ayrearudukarnuu no OpenlD Connect B pecypcax Policy.

Ilo ymomaanuio false.

3.19 -enable-prometheus-metrics

ITozBossier mybmkoBaTh MeTpukn Angie B hopmare Prometheus.

3.20 -enable-service-insight

[Ty6iukyer koneunyo Touky Service Insight g ANIC.

3.21 -enable-snippets
Bkirouaer mosib3oBaresibeckue ¢gparmenThl KoHurypanun Angie B pecypcax Ingress, VirtualServer,

VirtualServerRoute u TransportServer.

IIo ymomuanuio false.

3.22 -enable-tls-passthrough

Bkutiouaer ckBo3nyto mepenaty maHHBIX M0 mpoTokosy TLS ma mopty 443.

Tpebyer mamuaus -enable-custom-resources.
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3.23 -external-service <cTpoka>

VkaswiBaeT uMms cepBuca ¢ tuniom LoadBalancer, yepe3 koropsriit iogst ANIC nesatorcst mocTymHbIME
n3BHe. BHelHmit ajipec cepBrca UCIOJIB3YETCS JIJIs OTYETOB O COCTOsIHUU pecypcoB Ingress, VirtualServer
u VirtualServerRoute.

Tompko myst pecypcoB Ingress: Tpebyer Haguwaus -report-ingress-status.

3.24 -global-configuration <cTpoxa>

Pecypc GlobalConfiguration st riobasbuoit nHacrpoiiku ANIC.
DopMaT:<IPOCTPAHCTBO HMEH>/<uMT>

Tpebyer manumuus -enable-custom-resources.

3.25 -health-status

Hobasmsier mecronosioxkenue " /angie-health" x cepsepy 10 ymosruanuo. Mecromnosoxenue orBedaer Ko-
noMm craryca 200 mHa 1106081 3ampoc.

D10 TONIE3HO JIs BHeIIHel npoBepku paborocrocobnoctn ANIC.

3.26 -health-status-uri <cTpoxa>

3amaer URI mecromnosoxkernst mpoBepKr pabOTOCIIOCOOHOCTH Ha, cepBepe 1o yMoTdanuto. 1T pebyer Hasm-
ams -health-status.

IIo ymomuanuio /angie-health.

3.27 -ingress-class <cTpoka>

Kirace ANIC.

Josken ObITh pasBepHyT cooTBercTByONuil pecypc IngressClass ¢ mmeneMm, paBHbIM KJjaccy. B nporus-
oM cirydae ANIC ne 3amycrurcs. ANIC o6pabaThiBaeT TOJIBKO Te€ PeCypChl, KOTOPhIE TPUHAJIEYKAT €ro
KJIaccy, T. €. UMeIOT pecypc nojid ingressClassName, paBHBINA KJaccy.

ANIC obpabaTbeiBaeT Bce pecypehbl, y KOTOPBIX HeT 1oJist ingressClassName.

IIo ymomuanmio angie.

3.28 -ingresslink <ctpoxa>

VkazwiBaer ums pecypca IngressLink, wepes koropsrit npegocrasisiercss nocryn K mojgam ANIC depes
cucremy BIG-IP. IP-anpec cucrembr BIG-IP ucnonb3yercst fjist or9eToB 0 coctosiHum pecypcos Ingress,
VirtualServer u VirtualServerRoute.

Tousbko A5t pecypcoB Ingress: Tpebyer nHasmaus -report-ingress-status.

3.23. -external-service <cTpoka> 59



12850

PykoBogcteo no ycraHoske, sepcus 0.6.0

3.29 -ingress-template-path <ctpoka>

IIyTe K mabiony koudurypamuu Ingress Angie st pecypca Ingress. ITo ymomuanuro aist Angie ucross-
3yercda angie.ingress.tmpl.

3.30 -leader-election-lock-name <ctpoka>

VKa3plBaeT B TOM K€ IIPOCTPAHCTBE MMEH, IJle HaxonuTcsi KouTposuiep, ums ConfigMap, ucnons3yemoe
1t OJIOKUPOBKU IIPH BBIOODE JIHIEPA.

Tpebyer mamuaus -enable-leader-election.

3.31 -main-template-path <ctpoxa>

IIyTe x ocHoBHOMY mabioHy KoHbUryparmn Angie.

e [lo ymomaanuio qus Angie ncnonp3yercs angie.ingress. tmpl.

3.32 -prometheus-metrics-listen-port <int>

3ajaeT mopT, Ha KOTOPOM IyOJNKyIoTcst MeTpuku Prometheus.

dopmar: [1024 - 65535] (o ymosrganuio 9113)

3.33 -prometheus-tls-secret <cTpoxa>

Cekper ¢ ceprudurkarom TLS u wmodom st TLS-repMuHUpOBaHUST KOHEYHOW TOYKH METPUK
Prometheus.

e Ecim aprymenT He 3ajiaH, KOHeuHasi Touka Prometheus He O6yrer ucnonb3oBars TLS-coenunenue.

e Ecim apryment 3agan, Ho ANIC we moxker mosyuntsh cekper u3 API Kubernetes, o ANIC ne
3AIlyCTHTCS.

3.34 -proxy <cTpora>

3aJiaeT UCHOIB30BaHNe IPOKCU-cepiepa yist nojkaodennst K API Kubernetes, 3amyckaemoro komas 1o
"kubectl proxy". ToJIbKO B IIeJisiX TECTUPOBAHUSI.

ANIC ne 3amyckaer Angie u He 3an0uCbIBaeT Ha IUCK HUKAKWE CreHEpUPOBaHHbBIE (hailibl KOHMUTYpaIH
Angie.
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3.35 -ready-status

Bxirioyaer Koneunyio ToYKy rorosHocTu /angie-ready. Koneunas Touka Bo3Bpalaer KoJi yciexa, KOraa
Angie 3arpy3mi1 BCio KOHPUTYPAIMIO TOCTE 3aIIyCKa.

Ilo ymomuanuio true.

3.36 -ready-status-port

HTTP-tiopT /151 KOHEYHOW TOYKH TOTOBHOCTH.

Dopmar: [1024 - 65535] (o ymosrganuio 8081)

3.37 -report-ingress-status

O6HOBJISIET TTOJIE aj[peca B cTaTyce pecypcos Ingress.

Tpebyercst dutar -external-service nim -ingresslink, mubo ko4 external -status-address B ConfigMap.

3.38 -service-insight-listen-port <int>

3amaer opT, HA KOTOpPOM IybJsmKyercs Service Insight.

Dopmar: [1024 - 65535] (1o ymosrganuio 9114)

3.39 -service-insight-tls-secret <ctpoka>

Cexkper ¢ ceprudpurarom TLS u kimouom mist TLS-repmurupoBanus koneunoit Touku Service Insight.
o Eciu apryment e 3aaH, KonedHnas Touka Service Insight we 6yner ucmonszosars TLS-coenuaenne.

e Ecym apryment 3asan, HO ANIC #e moxker mosyuuts cekper u3 API Kubernetes, o ANIC ne
3aIlyCTUTCS.

QopMmaTr: <IpOCTPaHCTBO HMEH>/<uMs>

3.40 -tls-passthrough-port <int>

3aJiaer mopT Jid CKBO3HOM nepejadn jganubix mo uporokoiay TLS. @opmar: [1024 - 65535] (1o ymour-
yaHuio 443)

Tpebyer BKIIOUUTH -enable-custom-resources.

3.35. -ready-status 61
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3.41 -transportserver-template-path <crtpoxa>

Ilyre k mabsiony koudurypamnun TransportServer Angie mist pecypca TransportServer.

o Ilo ymomrganuio 1 Angie ncnosnb3yercaangie. transportserver. tmpl.

3.42 -v <3HauyeHue>

ypOBeHb JeTajin3alun 3alliCu JIOIrOB. 3uadenue mo YMOJJI9aHUIO — 17 IIPpA 9TOM 3HaYC€HUUN 3allUChIBACTCHA
MUHMMAJIbHOE KOJUYECTBO JIOr0OB. 3HadeHne 3 M0JIE3HO JJId yCTpaHeHnd HEIOoJIaJ0K.

3.43 -version

BriBoauTr Bepcuio, xa1m git-komMuTa 1 gaTy cOOPKH, 3aTeM 3aBepIiaeT paboTy.

3.44 -virtualserver-template-path <ctpoka>

IIyts k mabsiony Koudurypamnun VirtualServer Angie mrs pecypca VirtualServer.

o [lo ymomaanuio qist Angie ucrnosb3yercst angie.ingress. tmpl.

3.45 -vmodule <3rauenue>

Paznenenmptit 3angaThiMu CIIMCOK TapaMeTpoB pattern=N 1715 BeieHns )KypHaJja ¢ puabTparueit paitios.

3.46 -watch-namespace <ctpoka>

PazesieHHbIil 3aISITHIMI CIIUCOK MPOCTPAHCTB MMEH, 3a pecypcaMu KOTOpbIX josrken cieautsb ANIC.
ITo ymomganuio ANIC orciexuBaer Bce mpocTpaHcTBa uMmeH. Hesb3st ncnosb3osath BMecte ¢ "watch-
namespace-label".

3.47 -watch-namespace-label <cTpoxa>

Hacrpausaer 8 ANIC mpocMoTp TOIBKO MPOCTPAHCTB MMeH ¢ Merkoii foo=bar. ITo ymomuanuio ANIC
OTCJIE’KUBAET BCE MPOCTPAHCTBa uMeH. Henb3st ucmosib3oBarh BMecTe ¢ "watch-namespace”.

3.48 -watch-secret-namespace <ctpoka>

Pazesiennprit 3ansiThiMu CIUCOK TIPOCTPAHCTB uMeH, 3a KoropbiMu ANIC mosKeH ciieuTh Ha IpeMeT
Haymans cekperoB. Eciu sror napamerp ue HactpoeH, ANIC orciexkuBaeT 0JIHI U Te YKe IIPOCTPAHCTBA
uMeH Jijist Bcex pecypcoB. Cum. takxke "watch-namespace" u "watch-namespace-label".

3.41. -transportserver-template-path <cTpoxa> 62
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3.49 -wildcard-tls-secret <ctpoxa>

Cekper ¢ ceprudukarom TLS u kmogom s TLS-tepmunmpoBanust Kaxkjoro ysia Ingress wmim
VirtualServer, jyist Koroporo BrjoueHo TLS-TepMuHUpOBaHUe, HO CEKPET HE yKa3aH.

e Ecsm aprymenr He 3ajaH, Jj1ist Takux y3y08B Ingress u VirtualServer Angie mpepset Jio6y10 TOMBITKY
ycranoButh TLS-coenunenue.

e Ecymm apryment 3azan, HoO ANIC #e moxker mosyunts cekper u3 API Kubernetes, o ANIC ne
3AIyCTUTCSI.

QopmMmaT: <IPpOCTPaHCTBO HMeH>/<uMI>

3.49. -wildcard-tls-secret <cTpoxa> 63



12850

rnABA 4

Bepcun Angie Ingress Controller (ANIC)

4.1 2024

4.1.1 ANIC 0.6.0

Hata Boimycka: 26.12.2024.

Oobasnenus

Hosble dyukmmm n HacTpoiikm:
o JloGaBJieHbI JOMOJHATEIBHBIE TTI0JIs B MeTpukax Prometheus mist ANIC:
— controller_pod
— controller_namespace
— controller_class

o JlobaBsieHa BO3MOXKHOCTH HACTPAMBATDH U OCYIIECTBJISATH ABTOPH3AIUIO KJINEHTa HA OCHOBAHUU Pe-
3yJIBTATOB I10J3AIIPOCA.

e Bepcusi Angie PRO o6uosniena 10 1.8.1.

4.1.2 ANIC 0.5.0

Hata Beimycka: 30.09.2024.

64
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Oobasnenus

Hosble dyuKImm u HacTpoiku:
e Jlob6amiena Bo3MoxkHOCTH HacTpaumBarh OIDC-aBropusanuio.
o IlosiBmitace Bo3moxkHOCTh HacTpoiiku JWT-aropuzanuro.

e JlobaBsnena anHoTaius angie.software/configmap ¢ napamerpoMm namespace/config-name, Ko-
TOpas Mo3BoJIsieT onpeaeanTtb pacmupenubiii ConfigMap st 3agannoro Ingress-pecypca.

e JImpekTusa staticLocations mo3BossieT 3a1aBaTh paCIoIOKEHNE AT pa3Iadn CTATUIECKUX (HaiioB.

e ITapamerp angie-status-prometheus-path mMo3BoOJSIET MEHSTD Iy Th JJIsI cTaTUCTUKA Angie B popmare
Prometheus.

e JlobaBsensr mapamerpsl HacTpoiiku SSL nis pecypca VirtualServer:
— ssl_session_timeout
— ssl_session_cache
— ssl_session_tickets
— ssl_stapling
— ssl_stapling_verify
e Jlns mupektussl ssl_prefer server ciphers Temepb MOKHO 3a/1aBaTh 3HavdeHHe Off.

o [losBuach BO3MOXKHOCTE JOOABMATH IUPEKTUBY S _map B Koudurypammo Angie PRO, cm. mpu-
Mepbl HACTPOHKU.

o TTosiBmtacek nomep:kka aupektunbl activeHealthProbes 8 Angie PRO.
e Bepcus Angie PRO obuosjiena 10 1.7.0.
st obyierdenust Mporecca MUTPAIUN CAEJTAHBI CJICIYIONIUE YTy dICHISI:

e [Tapamerpnr Tuma boolean Temneph MOTYT IPUHUMATDH 3HadeHUs true wiau false, t wam £, on niam
off u 1 um 0.

e [lapamerp proxy-buffers gupekrusbl Upstream.buffers rerneps MoxkeT npuHIMATH TOJBKO 3HAUE-
Hue KojmdaecTBa OydepoB number, 6e3 ykazanusi pazmepa size. Ecin 3HaueHne size He yKa3aHO,
TO O yMOJTIaHuio OyzeT 3a7ano0 8K.

WNcnpaBnenus

e llcnpasyena ommbka npu ykasauuu 3uadenusi HTTPS s backend-protocol.
e licupasneno orobpaxkenue IP B craryce k8s.

e ITapamerp include-year GoJibllie HEIb3s U3MEHATD, €10 3HAYEHNE TEIEPh BCEra true.

4.1.3 ANIC 0.4.0

Hara Bermycka: 04.06.2024.
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Oobasnenus

Hosble dynknun u nacrpoitkn:
e JlobaBeHDI amnachl s CJIETYIONNX aHHOTAITAIA:
— angie.software/force-ssl-redirect — nepenamnpasisier HTTP-zanpocer na HTTPS.

— angie.software/proxy-body-size — ycraHaB/JnBaeT MaKCHMAJBHBIA pa3Mep JJId Teja 3a-
Ipoca, KOTOpoe MOXKeT 00paboTaTh MPOKCUPYEMBIit cepBep.

— angie.software/proxy-buffer-size — onpeuesnser pa3mep Oydepa Jjis 9TeHns 3ar0JIOBKOB
OTBETOB OT MPOKCUPYEMOI'O CepBepa.

— angie.software/proxy-buffering — BKJIIOYaET WIN OTKJIOYAET Oydepusanuio OTBETOB OT
IIPOKCUPYEMOI'0O CepBepa.

— angie.software/proxy-buffers-number — omupenesisier KOm4IecTBO OydeEpoOB, HCIOJIb3ye-
MBIX JIJIsI XPaHEHUsI OTBETa OT IPOKCUPYEMOTO CEPBEPA.

— angie.software/proxy-max-temp-file-size — 3ajiaeT MaKCUMAaJbHBIH pa3MeP BPEMEHHOTI'O
daiisia, ucnob3yeMoro yist 6ydepusanyun 60JIbITNX OTBETOB.

e JlupekrTusa server tokens Terepb MOKeT IPUHUMATH CTPOKOBbIE 3HAYUEHHUS.

e Bepcus Angie PRO obuosjiena 0 1.5.2.

WNcnpasnexns

e licupassennr TpeboBanus K resolver-addresses.

4.1.4 ANIC 0.3.0

Hara Bermycka: 02.03.2024.

Oob6asnenus

Hosble dyukmmm n HacTpoiKm:

e JlobGaBsena anHOTalus angie.software/force-ssl-redirect, ¢ IOMOIIBIO KOTOPOIl MOXKHO IIe-
peoauth Hebesonacubie HTTP-3anpocs! na samumenabie HTTPS, uro mo3soauT ucnpaBuTh BO3-
MOXKHbBIE OIMUOKK MPU UCTOJIb30Bannm SSL.

© IIpumeuannue

B cBsasu ¢ ocoberrocTAMU paboThl aHHOTaIMH force-ssl-redirect peKOMEHIyeM HCIIOIB30-
BaTh aJIbTEPHATUBHYIO HAaCTPOWKy — backend-protocol co 3nayenuem HTTPS.

e B Helm-uaprsr go6asiensl CRD (Common Resource Definitions), rakue kak Virtual Server, Virtual
Server Route, TransportServer, Policies. Terreps moss3oBaresin Helm moryT ucnons3oBars 311 ompe-
JIeJIEHUsI B CBOUX IIPOEKTAX, UYTO 3HAYMTEILHO PACIIAPSET BO3MOXKHOCTU HACTPOMKHU BeO-cepsepa
[I0 CPABHEHUIO CO CTAHIAPTHBIM pecypcoM Ingress.
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WcnpaBnexuns

o Temeps ANIC 3amyckaeTcst OT HIMEHH IOJIL30BATENSI angie.

4.2 2023

4.2.1 ANIC 0.2.0

Hara Bermycka: 23.11.2023.

Oob6asnenus

e Jlobapjena nomyep:kka Koucoym Console Light s MoOHUTOpMHINa AaKTUBHOCTU B peaIbHOM BpeMe-
HU.

Teneps MOXKHO OTKJIIOYATH MIPOTOKOJI 1ipv6 ¢ TOMOIIBIO -disable-ipv6 .

Jobagyiena Touka mojkiodenns Prometheus /ps8 njs MoHuTOpHHIa CcTaTyca.

Jobasnena mojyiep:kka sticky cookie m sticky route.

e B mapamerpsr koHdura nobasiieHa mepemMeHHasi $proxy_upstream_name [y UCIOJb30BAHUS B
dopmaTe JOTOB.

NcnpaBnenus

o llcipasiena ommbKa ¢ OTCYyTCTBUEM IIpaB JOCTyNa K angie-syslog.sock.

4.2, 2023 67
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rMABA D

[MpaBa Ha MHTEeIEKTYaIbHYO COOCTBEHHOCTb

Hoxymenraius na nporpamMubiii npoaykt Angie Ingress Controller (ANIC) sBiisiercst HHTeNIEKTYAb-
noit coberBennocTbio OO0 «Beb-Cepreps».

Copyright (©) 2024, OO0 «Be6-Cepsep». Bee npasa samuiieHs.
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